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14 aBrycra 2018 roga p.ni. Myukarnckui Nel23-d

006 yrBepkaennu Ionoxkennsi 00 opranusanuu

U MpPOBeJAeHNH PadoT 1o odecreYeHnIo
0e30macHOCTH KOH(pUAeHUNAIbHOI HHpoOpMALNH
NPHU ee ABTOMATU3MPOBAHHON 00padoTKe

B HH(OPMALMOHHBIX CHCTEMAaX

Bo ucnonnenue tpedoBanuii denepanbHoro 3akona Poccuiickoit denepanu
o1 27.07.2006 Ne 152-®3 «O nepcoHanbHbIX JaHHBIX», PyKOBOIAIINUX JOKYMEHTOB
OCTDOK Poccun u ®Ch Poccun,

[TPUKA3BIBAIO:

1. VrBepauts «llonoxxenne o0 opraHuM3anmud W TPOBEACHUH pPabOT TIO
obecrieyeHnt0  0e30MacHOCTH  KOH(UACHIMAIbHOW uWHOpManMu TNpu  ee
aBTOMAaTHU3UPOBAaHHOW 00paboTke B MHpOpMamoHHBIX cuctemax» ([Ipmmokenune
1).

2. YTBepAUTH THUMOBBIC (DOPMBI TOKYMEHTOB U JKYPHAJIOB:

— TunoBass ¢opma pazpemienuss (AOmMycka) Ha aBTOMATH3WPOBAHHYIO
00pabotky nndopmanuu (IIpunoxenue 2);

— TunoBass Qopma >xypuana mnpuema-niepenaun CBT u yuera Bpemenu
o0pabotku uHpopmaruu ([Ipunoxenune 3);

— TunoBas ¢opma 3asgBKM HA KONUPOBAHHE (PAa3MHOXKEHHE) JOKYMEHTOB
(ITpunoxenue 4);

— TunoBas ¢popma xypHana yuera ctupanus uHpopmauuu (I[Ipunoxenue 5);

— TumoBast ¢opma KypHasla ydeTa BBIJA4YM Mapojeil momb3oBarensiM AC
(ITpunoxenue 6);

— TumoBass  popma  xypHama  ydeTa  BbIIAYM  WACHTU(DUKATOPOB
nosb3oBaressiMm AC (Ilpunoxenue 7);



— Tunosas ¢hopma xypHaza IEPUOINIECKOTO TECTUPOBAHUS CPECTB 3AIIUTHI
unpopmaruu (Ilpunoxenue 8);

— TunoBas ¢opma >xypHama yuera HemrarHbix curyauuid WCII/H,
BBIMIOJHEHUST ~ MPOQPMIAKTUYECKUX  padOT, YCTAaHOBKM M  MOAU(UKALUN
nporpaMmHbIX cpencts Ha komnbroTepax UCIIIH (IIpunoxenue 9);

— TumoBass ¢dopMa IKypHala TPOBEPOK JJIEKTPOHHBIX  >KypHAJOB
(ITpunoxenue 10).

3. OTBETCTBEHHOMY 3a OpraHu3auio padoT Mo 3amure HHOOpMAIUU
obecneunTh 03HakoMJieHue corpyaaukoB MbOY J10 THOCIII «Cantoty, UMeromux
JOCTYI K KOH(pUIeHIHaapHOi nHpopManuu, ¢ [lojoxkeHneM B 4aCTH Kacarolencs,
10J1 TOATHC.

4.3aBecTd KypHalbl COIJIACHO THUIIOBBIX (OPM U BEJIEHHUE >KYypHAJIOB
BO3JIOKUTH HA TOJDKHOCTHBIX JIMI] B COOTBETCTBUHU C UX O0S3aHHOCTSIMH.

5.Ilpu oOpabotke KoHUAEHIIMATHLHOW HHGOpMaHK (M0 00ECTICUCHUIO
Oe3omacHOCTH HMH(pOpPMAIMM) C HCIOJIb30BAHUEM CPEJCTB BBIYMCIUTEIBHON
TEXHUKHA PYKOBOJICTBOBATHCSI HOPMATHUBHO-TIPABOBBIMU JOKYMEHTAMH, YKa3aHHBIX
B [Ipnnoxenun 11.

6. KoHTposib ncnosHeHus: HACTOSIIETO MPUKa3a OCTABIISIO 32 COOOM.

Hupexrop MBOY J10O IHOCII
«Cairor» B.A. Pakutun



ITpunosxenue 1
K [Ipuxazy Nel23-¢
ot «14» aprycra 2018r.

MMOJIO’KEHHUE
00 opraHu3aIy U MPOBEICHUHU padoT 1o 0OecIeYeHII0 0€301TaCHOCTH KOH(UICHIIHATEHOM

uHGOPMAIIMH TIPY €€ aBTOMAaTU3HPOBAHHON 00pabOTKe B MH(POPMAIIHOHHBIX CUCTEMAX
MBOY J10 JIOCII «Camror»

TepMI/IHbI, onpeacjacHus, COKpaumecHust

AIMUHHCTPATOP 3a1UTHI (0€30MacCHOCTH) HH(POPMAIUM — JIULIO, OTBETCTBEHHOE 3a 3amuTy AC ot
HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HHPOPMAIIHH;

AIl — AGOHeHTCKHMI MYHKT - aBTOMaTU3UPOBAaHHAs cHCcTeMa, nojkiatouaemas Kk CeTH ¢
MOMOIIbI0 KOMMYHHKAIITMOHHOTO 000pyA0BaHUA U IpeAHa3HauYeHHas sl paboThl aboHeHTa CeTy;

APM — ABToMatu3upoBaHHOE pabodyee MECTO - MPOrPAMMHO-TEXHUYECKHI KOMILICKC,
IIpeHA3HAYEHHBIN 111 aBTOMAaTU3ALH IESITEIIbHOCTU ONPEIEIEHHOTO BU/A;

BTCC — BenomorareibHbIE TeXHHYECKHE cpeacTBa M CHCTEMbI - TCXHHYCCKHE CpCACTBa U

CUCTEMBI, He TMpeIHa3HAYCHHBIC JIIS Mepelavyn, 00padOTKH M XpaHSHHS KOH(pHICHIHAILHOW MH(OpMAIIWH,
pasMernaeMble COBMECTHO C OCHOBHBIMH TEXHHUYECKHMH CPEICTBAMU M CHCTEMaMH WM B 3allUIIAEMbIX

MOMEIIEHUSAX ,

HNudopmanuonnbie ceTH 00111ero MoJib30BAHUA — BEIUNCIUTEIbHbIE (MHPOPMAIIHOHHO-
TEJICKOMMYHUKAIIMOHHBIE) CETH, OTKPBITHIE JUIS TOJIB30BaHUS BCEM (DU3HUECKUM M IOPUIUYECKUM
JUIaM, B yCIIyTax KOTOPBIX 3TUM JIMLIaM HE MOXET ObITh OTKa3aHO;

HC — UndopmanuoHHas cHUCTEMa - COBOKYIMHOCTb COfepkamieics B 0a3ax JaHHBIX
nH(popmaIuu 1 00ecIeuynBarOIINX €¢ 00paboTKy HHPOPMAIIMOHHBIX TEXHOJIOTHI M TEXHUYECKHUX
CPEJICTB;

KU - KonpuaenuuaabHas nHdopmanus - uHGOpMaIUs ¢ OrpaHUYCHHBIM JOCTYIIOM,
HE cojep)Kallasi CBEJCHUM, COCTABIIOLIMX TOCYJAapCTBEHHYIO TalHy, JOCTYH K KOTOPOM
OTPaHUYMBAETCS B COOTBETCTBUU € 3aKOHOJaTeNbcTBOM Poccuiickoit denepanuu;

KpunrocpeactBo — mmdpoBanbHOe (KpUNTOrpadudeckoe) CPeCcTBO, MPEAHAZHAYCHHOE
JUTSL 3aIIUTHI THPOPMAINH, HE COo/IepKalllell CBeIEHNH, COCTABIIAIONINX TOCYAapCTBEHHYIO TalHY;

JIBC — JlokajibHasi BBIYUCJINTEIbHASI CeTh - COBOKYIMHOCTh OCHOBHBIX TEXHUYECKUX
CPEICTB M CHCTEM, OCYHIECTBIAIOMUX OOMEH HHpOpMamuer Mexay coObol W ¢ JIpyruMu
nHGOPMAIMOHHBIMU CHUCTEMaMU, B ToM uucie ¢ JIBC, uepe3 onpeeneHHble TOUKH BXOa/BbIX0/1a
uHdopmaIuu, KoTopblie sBistoTcs rpanunei JIBC;

MD — Me:xceTeBOii IKpaH - 3TO JTOKAITbHOE (0THOKOMIIOHEHTHOE) U (HYHKIIMOHAIBHO
pacrpeeIeHHOe TIPOrpaMMHOe (ITPOrpaMMHO-aNMapaTHOE) CPEACTBO (KOMIUIECKC), peain3yroliee
KOHTPOJIb 3a uWHGOpMaIuel, MOCTymamlled B aBTOMAaTU3UPOBAHHYIO (MH(GOPMAIMOHHYIO)
cUCTEMY U (WJIN) BBIXOAIICH U3 HeE;

HI'M/I — mopTaTUBHBI CMEHHBI HOCUTENh HMHQPOPMAIUH, WCIONB3yEMbIH IS
MHOTOKpPAaTHOHW 3amucy W XpaHeHus AaHHBIX. [IpenacraBiser coOoil MOMEMIEHHBIA B 3alIUTHBIN
TUTACTUKOBBIN KOPIYC TUCK, TOKPHITBIN ()epPOMATHUTHBIM CIIOEM;

HKM/I — 3amomMuHamee  yCcTpolcTBO  (YCTPOWCTBO — XpaHeHHst  WHMOpMaIun)
MPOU3BOJILHOTO I0CTYNa, OCHOBAHHOE Ha MPUHIIUIIE MAarHUTHOW 3aIHCH;

HCJl — HecaHKIIMOHUPOBAHHBIA AOCTYN - JOCTyNn K WH(OpMAIMKA WM JEUCTBUS C
uHbOpMalliel, Hapymalolie MpaBuia pa3rpaHUdCHHs JOCTyIa C MCIOJb30BAHUEM IITATHBIX
cpenacts, npeaoctaisieMbix CBT miam aBToMaTH3upoBaHHOM (MH(GOPMAIIMOHHON) CUCTEMBI,

O0pa6oTka uHoOpMAUMM - COBOKYIHOCTH OIepanuii cOopa, HAKOIJICHHS, BBOJA-
BBIBOJIa, [TpHEeMa-Tiepe/iadut, 3alluCH, XpaHEHHs, PETUCTPAIMY, YHUUITOXKEHUS, TPeoOpa3oBaHus U
0TOOpaXXeHMsI, OCYIIECTBISIEMbBIX HaJl HH(pOpMAIIHEii;



OnTuyeckuii JMCK — coOMpaTeNbHOE Ha3BaHWE Ui HocuTene wuHpopmammu,
BBITMIOJTHEHHBIX B BUJIE AUCKOB, YTEHHUE C KOTOPBIX BEIETCS C MOMOILBIO ONTHYECKOTO U3TyYEHUS;

OTCC - OcHOBHbBIE TeXHMYECKHE CPeICTBA M CHUCTEMBbI - TEXHUYECKHE CPEICTBa U
CUCTEMBI, a TaKK€ MX KOMMYHHUKAIIUU, UCIIOJIb3yeMble Uil 00paOOTKHU, XpaHEHUsl U mepeadu
KOH(HICHIIMATBHON HH(OpMAIIH;

IO — IIporpamMHoe oOecriedeHue - COBOKYITHOCTh MPOrPaMM Ha HOCUTENSAX JTAHHBIX U
MPOrpaMMHBIX JOKYMEHTOB, MPEIHA3HAYCHHBIX IJIS OTIAAKH, (YHKIIHOHUPOBAHUS U MPOBEPKU
paboTOCTIOCOOHOCTH aBTOMATHU3UPOBaHHON (MH(GOPMAIIMOHHOI ) CUCTEMBI;

C3U or HCH-Cucrema 3amurel uHpopmanmu ot HCJI - xommiekc
OpraHU3aI[MOHHBIX MEP U MPOTrPAMMHO-TEXHUYECKHX (B TOM YHUCJI€ KPUNITOTpauUIeCKIX) CPEICTB
3aIIUThI OT HECAHKIIMOHUPOBAHHOTO JOCTYyTMa K HH(OpMaIuy (HECAHKIITHOHUPOBAHHBIX JICHCTBUN
C HEH) B aBTOMATU3UPOBAHHOHN (MH(GOPMAITMOHHON) CUCTEME;

CBT - CpeacrBa BBIYMCJAMTEIbHOM TEXHMKHM - COBOKYMHOCTb MPOTPAMMHBIX U
TEXHUYECKUX DJIEMEHTOB CHCTEM OOpabOTKM JaHHBIX, CHOCOOHBIX (YHKIIMOHUPOBATH
CaMOCTOSITETIFHO WIIM B COCTaBE JIPYTHX CUCTEM;

dyenI-HAKONMUTEb — 3aIOMUHAIOIIEE YCTPOHCTBO, UCIIOJIBb3YIOIIEE B KAU€CTBE HOCUTES
DIIEKTPUYECKH  CTUPAEMYI0  MEpPenporpaMMHUpPYEMYI0  JHEPrOHE3aBUCUMYIO  MaMsTh U
MOJIKJII0YAaEMOE K KOMITBIOTEPY

®CTIK Poccuu — OenepanpHas ciyk0a MO TEXHUYECKOMY U SKCTIOPTHOMY KOHTPOITIO
Poccuiickoit denepanuu;

®CB Poccun — OenepanpHast ciayx0a 6e3onacHoctu Poccuiickoit deneparui.

1. O01ue moJ10KeHu s

1.1. ITonoxenue «OO0 opraHu3aliy ¥ MPOBEJICHUN pabOT 10 0OecreueHNIo 0€30MacHOCTH
KOH(HICHIIMATHHON HH(POPMAIMH TIPU €€ aBTOMATU3UPOBAHHOW 00pabOoTKe B MH(POPMAIIMOHHBIX
cuctemax» MBOY JIO JIOCHI «Camior» (manee — IlomoskeHue) pa3paboTaHO B IENAX
oOecrieueHnss 0e30MacHOCTH KOH(UICHIUANBHOW wWHpOpMAlMu Tpu ee o0pabdoTke B
UH(POPMALIMOHHBIX CHCTEMaX.

1.2. TTonmoxeHue ompeaenser

NOpsI0K paboThI IEpcoHaa B yacTu obecrneueHus 0ezonacHoctu KU npu ee oOpaboTke B
UC, nopsimok pazdupatenbcTBa U COCTABICHUS 3aKITI0OUEHUN 110 (haKTaM HECOOIIOIEHUS yCIOBHIA
xpaHeHus Hocuteneit ¢ KU, nopsiok ucnosib30BaHust CPEACTB 3aLIUThI HHPOPMALUK U IPUHATHE
MEp TO TPEeIOTBPAIICHUIO BO3MOXKHBIX OIACHBIX IIOCIEACTBUH, MOPSJIOK TNPHOCTAHOBKU
npenoctasienus KM B cmyyae oOHapy>KeHUs HapyIIEHUH MOpsAIKa UX MTPEIOCTaBIECHUS, OPAI0K
o0yueHHsI TIepCOHana MpaKkTUKe paboThl B WH(POPMAIMOHHBIX CHCTEMax, MOPSAOK IMPOBEPKU
JIEKTPOHHOI'O JKypHaia oOpamieHHH K HH()OPMAIMOHHBIM CHCTEMaM, MHOPSA0K KOHTPOJIS
COOJIIO/ICHHSI yCIIOBHI WCIIOJNIB30BAaHUS CPENCTB 3aIlUThl HH(pOpMaIuK, NpeayCMOTPEHHBIC
9KCIUTyaTallMOHHOW M TEXHUYECKOW JIOKyMEHTalMeH, paBuia OOHOBIEHUS OOIECUCTEMHOIO U
NPUKIIAJHOTO TPOTPaMMHOI0 OOeCreueHus], MpaBwiia OPTaHU3alMi AHTUBUPYCHOHN 3aIIUTHI U
[apoJIbHOM 3alllUThI, HOPSA0K OXpaHbl U IOMYCKa MOCTOPOHHUX JIUI] B 3AIUIIIAEMbIE TOMEILIEHHS.

1.3.1lpu obOecneuenun Oe3omacHoct KM B WHPOPMAIMOHHBIX CHCTEMax C
UCIIOJIb30BaHUEM KpUNTOrpadUuecKux CpesCTB 3aIlUThl HHPOpMaLUU Bce coTpyiHuKu MBOY
JO JIOCHI «Camor»  00s3aHBI BBINOJHATH TPeOOBaHMSA, HW3JIOKCHHBIE B JOKyMEHTaX:
«Tunoele TpeOOBaHMS MO OpraHU3ALMU U 00eCNeYeHNI0 (YHKIIMOHUPOBAHUS MIH(POBATIBHBIX
(kpunrorpauuecKnx) CpeAcTB, IPeIHA3HAYEHHBIX JJI 3alIUThl UH(QOpMAIMK, HE coepKalleit
CBE/ICHUH, COCTaBISIOIIMX TOCYJapCTBEHHYIO TaiiHy, B cly4dae HX HCIOJb30BaHUS JUIs
oOecrnieyeHns 0€30MaCHOCTU MEPCOHANBHBIX JAHHBIX MpPHU UX 00paboTKe B MH(POPMAIIMOHHBIX
cucTeMax nepcoHanbHbIX MaHHbIX» (DCB Poccun, Ne 149/6/6-622, 2008), npruka3z ®CB Poccuu
ot 10 utons 2014 r. N 378 «O6 ytBepxknenun CocraBa M cOAEpk aHHUs OpPraHU3aLMOHHBIX U
TEXHUYECKUX Mep Mo o0ecreyeHnIo 0€30MacCHOCTH MEPCOHANBHBIX JAHHBIX MPU UX 00paboTKe B
MHQOPMALIMOHHBIX  CHCTEMaX MEePCOHANBHBIX JAHHBIX C  HCIOJb30BAHUEM  CPEACTB



KpUnrorpaguyeckor 3ammTel WHGOPMAIUK, HEOOXOJUMBIX IS BBITOJHEHHUS yCTaHOBJICHHBIX
[TpaButenscTBOM Poccuiickoit deneparuu TpeOOBaHUM K 3aIMTE NMEPCOHATBHBIX JaHHBIX IS
KQ)KJIOTO U3 YPOBHEH 3alTUIIICHHOCTH.

2. Ilopsinok padoThl mepcoHasa B yacTu obecrneveHuss 6e3onacHoctu KU npu ee
oopadotke B UC.

2.1. HacTosimuii TIOPSIZIOK OMpeAeNsieT JSHCTBUS TEpCOHAIa B YacTH oOOecredeHus
6e3onacuHoctr KM npu ee o6padotke B UIC.

2.2. Jlonyck ToNb30BaTeNe I pabOThl HA KOMIIBIOTEpAaxX OCYIIECTBISETCS Ha
OCHOBaHUM IIpuKa3a, KOTopblii u3maerca aupexkropom MBOY JIO HIOCII «Camor» (nanee
PYKOBOJUTEIND), U B COOTBETCTBUU CO CIHCKOM JHII, AomymieHHbIX K padore B UC. C nenbio
o0ecrieyeHHss OTBETCTBEHHOCTH 3a BEICHHE, HOpMalbHOE (DYHKIMOHHUPOBAHHE M KOHTPOJIb
pabotel cpenctB 3amuThl uHbopManuu B MC pykoBoauTenemM Ha3zHadaeTcss aJAMHHUCTPATOP
0€30IaCHOCTH; C LIETIbI0 KOHTPOJIS BHIIOJIHEHUS HEOOXOIUMBIX MEPONPHUATHIA MO 00ECTIEUCHUIO
0€30MacHOCTH OTBETCTBEHHBIN 3a 3aIIUTy HH(GOPMAIIHH;

2.3. [Tonp30BaTenb UMEET MPABO B OTBEACHHOE €My BpeMs pellaTh MOCTAaBJICHHBIC 3a71auu
B COOTBETCTBMHM C MOJHOMOuUMsIMU noctyna kK pecypcam UC. IlomHoMouus moJib3oBatenien K
UHQOPMALIMOHHBIM ~ pecypcaM  OINpENeNAIoTCs B MaTpHUile  JOCTYIa, YTBEpXkKAaeMou
pykoBoguteneMm. Ilpu stom mis xpaneHuss wHpopmanmu, coxepxamieit KU, paspemaercs
UCIIOJIb30BaTh TOJIBKO MAIIMHHBIE HOCUTEeNu HH(popMmanmu, ydreHHele B JKypHaie ydera
MaIIWHHBIX HOCUTENEH.

2.4. ITonp30BaTenb HECET OTBETCTBEHHOCTH 32 MPABUIBHOCTD BKIIOUEHHS M BHIKIIOUECHUS
CPE/ICTB BBIUUCIUTEILHON TEXHUKH, BXOJ[a B CUCTEMY | BCe JecTBUs ipu padote B MC.

2.5. Bxon monbp3oBaTens B CHCTEMY MOXET OCYIIECTBIISATHCS IO BBIJABAEMOMY €My
AJIEKTPOHHOMY MJIEHTU(UKATOPY WU 0 NEPCOHAIBHOMY MapOJIIO.

2.6. 3anuce nadopmarmu, coaepxamieir KM, Moxer, ocymiecTBiseTcs: HOIb30BaTEIeM Ha
CHhEMHBIC MAIIMHHBIE HOCUTENIN WH(POPMAIIMU, COOTBETCTBYIOIIUM 00pa3oM yuTeHHBIE B JKypHaie
ydeTa MalllMHHBIX HOCUTEJEH.

2.7. Ilpu paboTe cO CheMHBIMH MAIIMHHBIMH HOCHTEISIMH MH()OPMALMU IOJIE30BATEIh
KOKIBIA pa3 mepel HadajioM paboThl 00si3aH MPOBEPUTH HMX HA OTCYTCTBHUE BHPYCOB C
UCTIOJIb30BaHUEM IITATHBIX aHTHBUPYCHBIX MPOTPaMM, YCTAaHOBJICHHBIX Ha Kommblotrepax MC. B
ciy4yae OOHapyXeHHMs BHUPYCOB TIONb30BaTeNb OO0S3aH HEMEIJICHHO TMPEKpPaTUTh HX
UCTIOJIb30BaHUE U JICWCTBOBATH B COOTBETCTBHH C TpeOOBaHUSAMHU JaHHOTO [TomoxeHus.

2.8. Kaxnplii  COTpyIHMK, Yy4YacTBYIOUIMM B paMKax CBOMX (DYHKIIMOHAJIBHBIX
00s13aHHOCTENl B Ipoleccax aBTOMaTU3MpoBaHHOW o00pabotku KU u umerommii noctynm K
anmapaTHbIM CpeICTBaM, MpOorpaMMHOMY obOecrieueHuto M gaHHbIM MC, HeceT mepcoHaNbHYIO
OTBETCTBEHHOCTD 32 CBOM JICUCTBHSI U 00sI3aH:

— CTpPOTro cOOJII0/IaTh YCTaHOBJICHHBIE MpaBujia o0ecreueHus: 6e30macHoCTH HH(OpMAaLIUU
npu paboTe ¢ MPOTPaAaMMHBIMH U TeXHHYeCKUMH cpeactBamu NC;

—3HaTh M CTPOTO BBIMIONHATH MpaBuiia pabOThl CO CPeACTBAMH 3allUThl MH(OpMALNH,
yCTaHOBIJICHHBIMH Ha Komribtotepax 1C;

— XpaHUTh B TallHE CBOM MapoJb (mapoiu). B coorBercTBuu ¢ TpeboBanusamu [lomoxenus
U C yCTaHOBJICHHOH NMEPHOAMYHOCTHIO MEHSATH CBOM MapoJb (apoiin);

— XpaHUTh  yCTAHOBJCHHBIM  MOPSAKOM  CBOE€  HMHAMBHIyaJIbHOE  yCTPOMCTBO
UIeHTHQUKAIMA (KITI0Y) U APYTHE PEKBU3UTHI B cerihe (MeTaTiuecKoM mKady);

— BBITOJIHSTH [IPaBUJIa aHTUBUPYCHOM 3aIIUTHI B ITIOJIHOM 00bEME;

— HEMEIJICHHO M3BECTUTh OTBETCTBEHHOTO 3a 3aluTy uHpopMauuu U (Win)
aIMHUHHCTpaTopa HWHGOpPMAIMOHHOW O€30MacHOCTH B Cllydae YTepH HWHIANBUAYATbHOTO
yCTpPOHCTBA HACHTU(UKAUY (KITI0Ya) WIN PU TOJO3PEHIH KOMIIPOMETAINH JTMYHBIX KITI0UeH 1
napoJieii, a TaKke Mpu 0OHApYKEHUU:



a) HapyIIEHUH IeTTOCTHOCTH TUIOMO (HaKJIeeK, HAPYIIEHUH WIIK HECOOTBETCTBUH HOMEPOB
neyaTei) Ha cocTaBistomux y3nax u Omokax CBT wimm wHBIX (PakTOB coBepIileHUS B €ro
OTCYTCTBHE MOMBITOK HECAHKIIMOHUPOBAHHOTO JOCTYTA K JaHHBIM 3amuiiaeMbiM CBT;

0) HECAaHKIIMOHUPOBAHHBIX (MMPOM3BEACHHBIX C HAPYIIEHWEM YCTAHOBJIEHHOTO TIOPSIKA)
W3MEHEHUH B KOHPUTYpAIMK MTPOTPaMMHBIX WM amnmapatHeix cpencts UC;

B) OTKJIOHEHHUI B HOPMAaJIbHOM paboTe CUCTEMHBIX M MPUKIIATHBIX IPOTPAMMHBIX CPEJICTB,
3arpynHsomux dkcrryaranuio CBT, BeIxona u3 cTpos Wi HEYyCTOMYUBOTO (PYHKIIMOHUPOBAHUS
y3nm0oB CBT unu mepudepuiiHbIX yCcTpoWCTB (CKaHepa, MPUHTEpa W T.II.), @ TaKKe MepeOdoeB B
CHCTEME 3JIeKTPOCHAOKEHMS,

') HEKOPPEKTHOTO (GYHKIIMOHUPOBAHMSI YCTAHOBJIEHHBIX HAa KOMITBIOTEPHl TEXHHUYECKHX
CPEZCTB 3alIHTHI;

1) HETIPe1yCMOTPEHHBIX OTBOIOB Kabesel U MOJKITIOYEHHBIX YCTPONCTB.

2.9. [Tonp30BaTeNIO KATETOPHUYECKH 3aMPEIIACTCs:

— UCIIOJIB30BaTh KOMITOHEHTHI MPOTPaMMHOTO M ammapatHoro obecrneuenus [19BM B
HECITYKEOHBIX IEJIfX;

— CaMOBOJIbHO BHOCUTh KakHe-TMOO W3MEHEHHS B KOHQUIYypalMio anmapaTHO-
nporpaMMHbIX cpenctB MC wim ycTaHaBIMBAThH JTOTIOJHUTENHHO JIFOOBIE MpPOTpaMMHBIC U
anmapatHble CpeACTBa, HE MPEAyCMOTPEHHBbIE apXUBOM JUCTPUOYTHBOB YCTAHOBJIEHHOIO
IPOTrPaMMHOTO 00ecreueHus;

— ocyiecTBIATh 00padoTky KU B mpucyTcTBUM MOCTOPOHHUX (HE JOIMYIIEHHBIX K JaHHON
uHGOpMAIIUN) JTUIL;

— 3aMKMCHIBaTh M XPAaHUTh KOHPHUIACHIIMAIBHYI0 WH(DOpPMAIKIO (COAEPIKAILYIO CBEICHHS
OTPAaHHYEHHOTO PACIPOCTPAHEHHs]) HA HEYYTEHHBIX MAIIUHHBIX HOCHUTENSAX WH(OpMAIUU
(rMOKMX MarHUTHBIX JUCKAX U T.11.);

— OCTaBJIATh BKIIOYEHHBIM 0O€3 MPUCMOTpPa KOMIBIOTEP, HE AKTUBH3HPOBAB CPEICTBA
3amutel oT HC/I (BpemMeHHy0 OJI0KHPOBKY 9KpaHa U KIaBHATYPHI);

— OCTaBJIATH 0€3 JIMYHOTO MPUCMOTPa Ha paboyeM MecTe WU T1e Obl TO HU OBLIO CBOE
NePCOHAIBHOE YCTPONCTBO MACHTU(DHUKAINH, MAIIMHHBIE HOCUTENIH U PACTICYaTKH, COAEpIKaIIHe
3amuiaeMyro nHpopMalrio (CBEACHHs OTPaHUYSHHOTO PACIIPOCTPAHECHHUS);

— YMBIIIICHHO WCTOJIh30BaTh HEJOKYMCHTHPOBAHHBIC CBOWCTBA W OMHMOKH B
MPOrpaMMHOM OOECIIEUYEeHUU WM B HACTPOMKAxX CPEICTB 3alUThl, KOTOPhIE MOTYT MPHUBECTH K
BO3HUKHOBEHHUIO KPU3HCHOU CHTYAIWH,

— pa3memats cpeacta MC Tak, 4ToObI ¢ HUX CyIIECTBOBAIA BO3MOKHOCTh BU3YaIbHOTO
CUHMTHIBAHUS MHPOPMAITUH.

2.9. AnpmunucTpaTop 6€30MacHOCTH (2 MPHU €ro OTCYTCTBUH — OTBETCTBEHHBIN 3a 3aIIUTY
uHpOpMannmn) 00s3aH:

—3HaTh COCTaB OCHOBHBIX M BCIOMOTaTEIbHBIX TEXHUYECKUX CHUCTEM U CPEICTB
YCTaHOBJICHHBIX W CMOHTHpPOBaHHBIX B MC, mepedeHb MCIONb3yeMOro MpPOTrPaMMHOTO
ob6ecneuenus B C;

— KOHTPOJINPOBATH LIEJIOCTHOCTH MevaTeil (M1oM0, 3alUTHBIX HaKjIeeK) Ha nepudepruitHoM
obopynoBanuy, 3amuieHHsx CBT u apyrux ycrpoiicTax;

— MIPOM3BOANTH HEOOXOAWMBIE HACTPOWKH IIOJACHUCTEMBI YIPABICHHUS JIOCTYTIOM
yctanoBieHHbIX B IC C3U ot HCJI u conpoBoXaaTh UX B MPOIlECCe IKCITyaTalluu, IPU 3TOM:

— peaIM30BBIBATH MMOJHOMOYHS AOCTyNa (UTEHHUE, 3aICh) IS KaKIOTO IMOJIb30BaTeNs K
3JIeMEHTaM 3alliIlaeMbIX HHOPMALMOHHBIX pecypcoB ((haiinam, karaaoram, IPUHTEPY | T.1.);

— BBOJIMTH onvcanus mosib3opareneii IC B uadopmarmonnyto 6azy C3U or HCJJ;

— CBOEBPEMEHHO yAalsATh OIUCAaHUS TMojb3oBaTeneil w3 ©0a3pl manHbix C3U mpu
U3MEHEHHH CIHCKA JOMYIIEeHHBIX K pa0doTe JIHII,

— KOHTPOJIMPOBATH JOCTYT JIUI[ B IOMEIIEHHE B COOTBETCTBUU CO CIIUCKOM COTPY/IHUKOB,
JOTTYIICHHBIX K padote B VIC;

— IPOBOJIUTH MHCTPYKTAX COTPYAHHKOB - TMOJIb30BaTElIe KOMIBIOTEPOB MO MpaBHIIaM
paboThI ¢ UCTIOIB3YEMBIMHA TEXHHYECKUMU CPEJCTBAMH M CUCTEMaMHU 3alIUThl HH()OpMAIIHH;



— KOHTPOJIMPOBaTh CBOEBPEMEHHOE (HE pexe 4YeM OAuH pa3 B TeueHue 90 gHei)
MPOBEJICHUE CMEHBI MTapoJIeH JIs JOCTYIIa MOJIb30BaTelie K KoMmnbroTepam u pecypcam UC;

— obecreynBaTh MOCTOSHHBIM KOHTPOJb BBINOJHEHHS COTPYAHHUKAMH YCTAHOBICHHOTO
KOMIIJIEKCa MEPONPHUATHH TI0 oOecnieueHuto 6ezonacHocTH nHpopmanuu B C;

— OCYIIECTBIATh KOHTPOJb HOpSAJKAa CO3JaHUS, yueTa, XPAaHEHUS U HCIIOJIb30BAHUSA
PE3epPBHBIX M ApXUBHBIX KOMHUI MAaCCUBOB JIaHHBIX;

— HACTpauBaTh M CONPOBOXKJAATh TOJICUCTEMBbl PErUCTpallMM M ydeTa JeUCTBUI
noJib3oBateneit mpu padore B UC;

— BBOJUTH B 0a3y naHHbIX C3U OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA OMIMCAHUS COOBITHH,
MOJIJIEKALIUX PETUCTPALIUY B CUCTEMHOM XKypHAJIE;

— OpPOBOJUTh  aHAJIM3  CHUCTEMHOrO0  JKypHajga Uil  BBIABICHHMS  IOMNBITOK
HECAHKIIMOHMPOBAHHOIO JIOCTYIIA K 3allIUIIAEMbIM pecypcam He pexke OJHOro pa3a B 10 gHei;

— OpraHu30BbIBaTh Ie4arh (HailyIoB MoNb30BaTeNied Ha MPHUHTEPE W OCYIIECTBIATH
KOHTPOJIb COOJTIIOJIEHUS] YCTAaHOBIIEHHBIX PAaBUJI U MTAPAMETPOB PETUCTPALIMU U yUeTa OyMa)KHBIX
HocuTeneil uadopmarn. ConpoBOKIATH MOJACUCTEMbI 00ECTICUEHUS IETIOCTHOCTH HH(pOpMAIHU
B UC;

— nepuoanyecku TectupoBaTh ¢GyHKimu C3U or HCJl, ocobeHHO mpu H3MEHEHUU
MPOTPAMMHOM CpPebl U MOJITHOMOYU UCTIOJTHUTENEH;

— BOCCTaHaBJIUBAaTh IPOrPAMMHYIO Cpefy, IPOorpaMMHbIE cpecTBa U HacTpoiiku C3U npu
cOosx;

—BecTH aABe Konuu nporpaMMHbix cpeacts C3UM or HCJl m xoHTponupoBaTh HX
paboToCIIOCOOHOCTH;

— KOHTPOJIMPOBATh OTCYTCTBHE HAa MArHUTHBIX HOCHUTEISIX OCTaTOYHON MH(POpPMAIUU TIO0
OKOHYaHUU padOThI NMOJIb30BATENEH;

— MEePUOAMYECKH OOHOBJISTh aHTUBUPYCHbIE cpencTBa (0a3bl TaHHBIX), KOHTPOJIUPOBAThH
coOJII0ICHHE TT0JIB30BATEISIMU MOPSIIOK U IPaBUJia MPOBEACHNUS aHTUBUPYCHOTO TECTUPOBAHHUS:

— IPOBOJIUTH PabOTy MO BBHISBICHHIO BO3MOKHBIX KaHAJOB BMEIATENIbCTBA B IMPOIIECC
¢ynkunonnpoBanus C u ocymniecTBiICHNsT HECAHKIIMOHUPOBAHHOTO JIOCTYyTa K HH(OpMaIuu u
TEXHUYECKHUM CPEJICTBAM BBIUMCIUTEILHON TEXHUKH;

— CONPOBOX/IATh TOJCUCTEMY 3aIIUTHl MH(OOPMAIMM OT YTEYKH 3a CUET IOOOYHBIX
ANEKTPOMArHUTHBIX HU3TYYEHUH M HaBOJOK, KOHTPOJIUPOBATH COOMIOACHHE TpeOOBaHUI MO
Pa3MEIIEHUIO U UCIIOJIb30BAHMIO TeXHUUeCcKuX cpeacts UC;

— KOHTPOJIMPOBATh COOTBETCTBHE JOKYMEHTAIBHO YTBEPKICHHOT'O COCTaBa alapaTHoM U
nporpamMmuoii yactu MC peanbHBIM KOHQUTYpalusM, BECTH y4YeT W3MEHEHHH armapaTHo-
pOrpaMMHOM KOH(pUTypauy;

— o0ecrneunBaTh CTPOrO€ BBITIOJHEHUE TpeOOBaHM MO oOecreYeHu0 0e30MacHOCTH
uHbOpMallMK MPU OpPTaHU3alMUU TeXHHUYeckoro obcmyxkuBanus MC u oTmpaBke €ro B PEMOHT
(KOHTpOJIMPOBATh 3aTHpaHUE KOH(HICHIMAIHHONH WH(GOpPMAMM HA MAarHUTHBIX HOCHTENAX C
COCTaBIIEHUEM COOTBETCTBYIOIIETO aKTa);

— IIPUCYTCTBOBATh (y4acTBOBaTh) B paboTax IO BHECEHWIO HW3MEHEHMH B amnmapaTHO-
nporpaMMHuyto kKoHpurypauuo 1C;

— BecTHu «ydera HemTaTtHeIX cutyanuii UCII/IH, BemomHeHHS TPOQUITaKTUYECKHX padoT,
YCTaHOBKH U MOAU(HKAIINH aNapaTHBIX U IPOrpaMMHBIX cpeacTB Ha koMmbioTepax UCIT n»;

— HOJACPKUBATh YCTAHOBJICHHBIH MOPAJOK TNPOBEACHHUS AHTUBHUPYCHOTO KOHTPOJIS
coriacHo TpeOoBaHmii Hacrosimero [lonoxkeHuii B coydae OTKa3a CPEICTB M CHCTEM 3allUThI
UH(POPMALIUK IPUHAMATH MEPHI IO UX BOCCTAHOBJICHHIO;

— IOKJIaIbIBaTh OTBETCTBEHHOMY 3a 3alUTy HWH(GOpMAallMK, OTBETCTBEHHOMY 3a
skcruryatanuio MC o HenmpaBOMEpHBIX JEHCTBUAX IMOJIb30BATENEH, MPUBOAAIIMX K HAPYILIEHUIO
TpeOoBaHUil MO 3a1uTe HHHOPMALINY;

—BecTH JAokyMeHTanuioo Ha HMC B cooTBEeTCTBMM C TpeOOBAaHUSIMHU HOPMATUBHBIX
JIOKYMEHTOB.



2.10. AnmuHHCTpaTOp OE30MACHOCTH U OTBETCTBEHHBIN 3a 3alUTy WHPOPMAIUU UMEIOT
paBo:

— TpeboBaTh OT COTPYAHUKOB - mojb3oBareneid MC cobmofeHus ycTaHOBICHHON
TEXHOJIOTHH 00paboTKM WHGOPMAIIMM W  BBITIOJIHCHHWS HWHCTPYKIMH TI0 0OecreyeHunto
6e3omacHocTH U 3amuTe napopmaru B UC;

— MHUIMUPOBATh TMPOBEACHHUE CIY>KEOHBIX paccieloBaHuil 1o (akTaM HapylIeHUS
YCTaHOBJICHHBIX TPeOOBaHUI 0OecTeueHNs 3aIIUThl, HECAHKIIMOHUPOBAHHOTO JIOCTYIIA, YTPATHI,
MoauUKAIIK, TIOPYH 3alIUIIaeMONi HHPOPMAIIUY U TEXHUYECKUX KoMIoHeHToB VIC;

—TpeboBaTh mpekpamieHuss o0paboTkM wuHGpOpMAIMM B Clyyae HapyIICHUS
YCTaHOBJICHHOT'O MOPsiiKa paboT WK HapylIeHus: pyHKIIMOHUPOBAHUS CPEACTB U CUCTEM 3aIUTHI
UHpOpMaLNY;

— Y4acTBOBaTh B aHAJM3€ CUTYAIlM, Kacaroluxcs QYHKIIMOHUPOBAHUS CPEACTB 3alUThI
uHGOPMAIIUU U pacciieIoBaHus (PaKTOB HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

3. Ilopsiok pe3epBHPOBAHUS U BOCCTAHOBJIEHHSI Pa00TOCNOCOOHOCTH TEXHHYECKHUX
CpeIcTB U MPOrPaMMHOI0 o0ecneveHus, 0a3 JTaHHbIX, 3alIUIAeMO HHGOPMALUM U CPEICTB
3alUThl HH(pOpMALHH.

3.1. Hacrosmuii mopsiioK onpeaesnseT OpraHu3aiuio pe3epBUPOBAHUS U BOCCTaHOBIICHHS
paboTOCIIOCOOHOCTH TEXHUYECKUX CPEJCTB W NPOrPaMMHOTO oOecreueHus, 0a3 JaHHBIX H
CPEZCTB 3alIUThI HH(POPMAIIHH.

3.2. K ucnonws3oBanuio, s co3maanus pe3epBHoi konmuu B MC, momyckaroTcs TOJIBKO
3aperucCTpUPOBAHHBIE B KypHAJE€ y4eTa HOCUTENH.

3.3. AgmunucTtpaTtop 0e30macHOCTH 00s3aH OCYIIECTBIIATh MEPUOIUIECKOE PE3EPBHOE
KOMMPOBaHUE KOH(DUICHINAIBHOW HHPOPMALIUH.

3.4. ExxeHelelbHO, IO OKOHYAHHIO PaOOTHl ¢ KOH(PHUICHIMAIHHBIMU JOKyMEHTAMH Ha
KOMITbIOTEpE, MOJIb30BaTelNb, IPU OTCYTCTBUU aJMHHUCTpPATOpa, 00s3aH CO3/1aBaTh PE3EPBHYIO
KOIUIO KOH(PUAECHLINAIbHBIX JOKYMEHTOB Ha 3apeructpupoBanHblii Hocutens (HXKM/I, HIM/L,
ONTUYECKUE AUCKH, (PIICII-HAKOMUTEb, IPYTHE), CO3/1aBasi TEM CaMbIM PE3€PBHBIH 3J1EKTPOHHBIN
apXuB KOH(QUIEHIIMAIBHBIX JOKYMEHTOB.

3.5. Hocurenu undopmanuu (HXKM/, HI'M/I, ontuyeckue aucku, (iaen-HaKOMUTENb),
IpelHa3HaYeHHbIE ISl CO3JaHMsl PE3EpBHOM KOMMM M XPaHEHUs KOH(PHUACHUHATbHOU
UH(POPMALIMHU BBIIAIOTCS YCTAHOBJIEHHBIM MTOPSAKOM PYKOBOAMTEIEM, OTBETCTBEHHBIM 3 3aIIUTY
uHpopManuu U (WIM) agMUHACTpaTopoM. [1o OKOHUaHHMH MPOLIEAYyPHI Pe3ePBHOTO KOMPOBAHUS
JJIEKTPOHHBIE ~ HOCUTEIM  KOHQUAECHUMATIbHOW HMHQOpPMALUU  CHAIOTCS HA  XpaHEHHUe
aIMHHHUCTpATOpy O€30IacHOCTH, WIM PYKOBOJIWTENIO, WJIM OTBETCTBEHHOMY 3a 3allIUTy
uHbOpMaInu.

3.6. [lepen pe3epBHBIM KOMUPOBAHUEM TIOJIH30BATENb WA aJIMUHUCTPATOP OE30MTaCHOCTH
00s13aH mpoBepuTh 3aekTpoHHBI HocuTens (HXMJI, HI'MJI, ontuueckue nucku, muem-
HAKOIMTEIb) Ha OTCYTCTBUE BUPYCOB.

3.7. Daiinbl, MoMeNIaeMble B JIEKTPOHHBIA apXUB JOJDKHBI B 00s3aTEIbHOM MOpPSAKE
IPOXOJUTH AHTUBUPYCHBIN KOHTPOJIb B COOTBETCTBUH ¢ 1. 7 HacTosuiero [lomoxeHus.

3.8. 3ampemaercs 3amuch MOCTOPOHHEH MH(GOpPMANMM Ha 3JIEKTPOHHBIE HOCHUTEIH
(HXXM I, HTM/I, onitryeckue aucKH, (hIenr-HaKOMUTEIb) Pe3epBHOM KOITHH.

3.9. [Topsnok co3aHust pe3epBHOM KOIHMHU:

— BCTaBUThb B KOMIIBIOTED 3aperUCTPUPOBAHHBIN 31eKTpoHHBIM Hocutenb (HXXMJL,
HI'M/I, ontudeckue AUCKH, (IeII-HaKOMUTENb) ISl pE3€pPBHOTO KOMMPOBAHUS;

— BBIOpaTh HEOOXOMUMBIN KaTasor ((ailir) A CO3TaHus PE3CPBHOTO apXUBA;

— IIPH UCIIOJIb30BAaHUU CUCTEM YIIpaBlieHUs 0a3aMu JaHHBIX HE0OXO0AUMO co3aTh (ails ¢
PE3epBHOI KOMUEH 3anumaeMoil HHQOPMAIUH € TIOMOIIBI0 BCTPOSHHBIX CPENICTB CHCTEMBI;

— BBIIOJIHUTB NPOLIEAYPY CO3/1aHUs PE3EPBHOM KOIHUH;

— IIPOM3BECTU KOMMPOBAHUE HA OTUYK/Ia€MbIl HOCUTEIb;



— MPOU3BECTH OTKJIIOUEHHE OTUYKAAEMOT0 HOCUTENS M, CO3/1aB HEOOXOIUMBIE 3alHCH B
KypHanax yopaTb HOCUTEb B XpaHUIIHUIIIE.

3.10. XpaHneHue OTUYYKJAEMOTO HOCHUTENS C PE3EpBHOM KOMHMEW 3aIIuIiaeMoii
nHGOpPMallMK OCYIIECTBISIETCS B CIELHMAILHOM METAJUIMUYECKOM XPAHWJIUIIE COBMECTHO C
KJIIOUEBOi 1 ayTeHTU(DUIUpYIOIIei HHpOopMaIHe.

3.11. Tlpu BoccTaHOBIEHUH PAOOTOCTIOCOOHOCTH MPOTPAMMHOIO OOECIECUYCHHSI CHavasia
OCYILECTBIISIETCSI PE3EPBHOEC KOIMMPOBAHHE 3aLIUIIAEMON HH(DOpPMALUHU, 3aTeM MPOU3BOIUTCS
MOJIHAS IEUHCTAIUIALUS HEKOPPEKTHO pabOTaIONIEro MPOrpaMMHOI0 00ecriedeHHs.

3.12. BoccTaHOBIEHHE MPOTPAMMHOTO  OOECTEUEHHsS TMPOU3BOJUTCA IIyTEM  €ro
MHCTAJUISIMM  C  HWCIOJIb30BAaHHWEM  JTAJIOHHBIX  JUCTPUOYTHBOB, XpaHEHHE KOTOPBIX
OCYILECTBIISICTCS aIMHUHUCTPATOPOM OE30MaCHOCTH B CIIELIUAIBHOM XPaHUIIUIIIE.

3.13. Ilpy HEOOXOAMMOCTH PEMOHTA TEXHHUYECKHUX CPEACTB, C HUX YIAISFOTCS
OTIeYaThIBAIOIIME ITUIOMOBI, W3BIMAIOTCS HOCHUTENIN KOH(HUACHIMAIbHOW HHPOpPMALUU U TO
COTJIACOBAHUIO C aJIMUHUCTPATOPOM OE30MaCHOCTH, OTBETCTBEHHBIM 3a 3aIIUTy MH(DOpMAIUK U
NpEJCTaBUTENIEM OpTraHM3alUy, NPOBOJMBILEH aTTeCTalMio, O0OpYyJOBaHHE IepelaeTcsi B
CEepPBUCHBIN TIEHTp Tmpom3BoAuTEeNsl. PeMOHT HocuTeneil 3amumiaemMoi wuHpopManuu He
nomyckaercsi. HercripaBHble HOCUTENH C 3alMIaeMoil HHPOpManuei noiexar yHUUTOKCHHUIO
B COOTBETCTBUHU C TIOPSIKOM YHUYTOXXEHHWS HOCUTENEH 3amminaemon mHpopmarmu. Pabora ¢
UCTIOJIb30BAaHUEM HEUCTIPaBHBIX TEXHUYECKUX CPEJICTB 3aIpEIIaeTCsl.

3.14. Tlpu pabore Ha kommbloTepax MC peKOMEHIyeTCs WCIOIb30BaTh HCTOYHHKHU
Oecriepe0OMHOr0 MUTaHUs, C IENbI0 MPEAOTBPALICHUS TOBPEKICHUS TEXHUUYECKUX CPEICTB U
(wnn) 3amumaeMoit ”HGOpPMAITH B pe3yJIbTaTe COOEB B CETH DJICKTPOITUTAHUS.

3.15. [Ipu BoccTaHOBICHUN PAOOTOCTIOCOOHOCTH CPEACTB 3AIUTH HHPOPMAIIUU CICIYET
BBIMIOJHUTh MX HACTPOMKY B COOTBETCTBMM C TpeOOBaHUSIMU O€30MacHOCTH HHGMOpMAaLNH,
U3JI0KCHHBIMA B TE€XHHYECKOM 33JaHUU Ha CO3J]aHME CUCTEMBI 3aIlUThl KOH(HICHIIMAIHHBIX
naHHbIX. OneHKy 3()(eKTHBHOCTH JaHHBIX CPEICTB 3alIUTHI JOJDKEH BBIMOIHATH COTPYIHUK
OpraHM3aliy, WMEIOMIeH JIMIEH3UI0 Ha  JEATeNIbHOCTh MO0  TEXHHYECKOW  3alIuTe
KOH(HICHIIMATHLHON HH(OPMAITIH.

3.16. BoccTaHoBneHe CpeaCTB 3alUThl HHPOPMAIH TPOU3BOAUTCS C UCTIOIB30BAHUEM
ATAJIOHHBIX CEPTU(QUIMPOBAHHBIX ITUCTPUOYTHBOB, KOTOpBIE XpaHATCS B xpaHwiumie. [locie
YCHEIIHON HAaCTPOWKH CPEACTB 3allUThl MH(OpMAIMK HEOOXOAWMO BBINOJHUTH PE3EPBHOE
KOTIMPOBAaHNWE HACTPOCK MIAaHHBIX CPEICTB C IOMOUIbI0 BCTPOCHHBIX B HUX (QYHKIHHA Ha
3aperuCTPUPOBAHHBIN HOCUTEb.

3.17. OTBeTCTBEeHHOCTH 32 MPOBECHHUE pe3epBHOTrO KonupoBaHus B UC B cOOTBETCTBHY C
TpeboBaHUsIMU HacTosIero [lonoxeHus Bo3naraeTcst Ha aAMHHUCTpATOpa 0€30MacHOCTH.

3.18. OTBeTCTBEHHOCTh 32  MPOBEJACHHE  MEPONPHATHH IO  BOCCTAHOBJIICHHIO
paboTOCIIOCOOHOCTH TEXHUYECKUX CPEACTB U MPOrpaMMHOro obecrieueHuss 0a3 JAaHHBIX
BO3JIaraeTcsl Ha aIMUHUCTpaTOpa OE€30MaCHOCTH.

3.19. OTBeTCTBEHHOCTh 3a MPOBEACHHE MEPONPHUATUN MO BOCCTAHOBICHUIO CPEICTB
3aIIUTHl HH(OPMAIMH BO3JIAraeTcsi aIMUHICTpaTopa 0€30IacHOCTH.

4. llopsanok koHTpoasi 3amuTbl uHGopmaumn B MWC uM  npuoCTaHOBKH
npenocrapiaennss KU B ciayuyae o0OHapykeHUs] HAPYLIEHHUI MOPSIAKA UX NMPeAOCTABJICHUS.
Ilopsinoxk pa30upaTebCTBA M COCTABJICHHMS 3aKJIIOYEHUH MO (akTamM HecoOK01eHus
YCJIOBUIH XpaHeHUs] HOCHUTeseil KOH(pHIEHIHAJbHBIX JAHHBIX, MCIOJb30BAaHUS CPeICTB
3alUThl MH(pOpPMaNUMHM M NPHUHATHE Mep MO MNPeJI0TBPALIEHUI0 BO3MOKHBIX ONACHBIX
MOCJIeACTBHHA.

4.1. Kontpoas 3amutsl HHGopmMaruu B VIC - KOMIUIEKC OpraHU3allMOHHBIX U TEXHUYECKUX
MEPONPUITUHA, KOTOPbIE OPIraHU3YIOTCS U OCYILECTBISIOTCS B LEIAX MNPEAyNpexAcHUs U
IPECeUYEeHUs] BO3MOXKHOCTH TIIOJIyY€HHUs] IOCTOPOHHUMH JIMIIAaMU OXpaHSIEMbIX CBEJICHHIH,
BBISIBJICHHSI ¥ TIPEAOTBPAIICHUST YTEUYKH WHPOPMALIUU MO0 TEXHUUYECKUM KaHaJlaM, HCKIIOYCHHUS



WIN CYIIECTBEHHOI'O 3aTPyAHEHUS HECAaHKIIMOHMPOBAHHOTO JOCTyNa K MH(OPMAIMH, XUIICHUS
TEXHUYECKUX CPEACTB U HOCUTENIeH HHPOPMAIUH, TPEIOTBPALICHHS CIIEUATbHBIX TPOrPAMMHO-
TEXHUYECKUX BO3JCHCTBUH, BBI3BIBAIOIIMX HApPYyIICHHE XapaKTEPUCTUK  OE30MaCHOCTH
nH(pOpMaIK WM paboTOCIIOCOOHOCTH CHCTEM HH(OpMaTH3AIIH.

4.2. OCHOBHBIMH 33JJa4aM¥ KOHTPOJIS SIBJISIFOTCS:

— IpOBEpKa OpraHU3allMd BBHINOJHEHUS MEPOINPHUATHI N0 3ammre HHQOpMAIUH B
NOJpa3/IeICHUsIX OpTaHU3aIlH, ydeTa TpeOoBaHMi 10 3aIuTe HHPOpPMAIUU B pa3padaThIBaeMbIX
IUTAHOBBIX U PaCMOPSAIUTENIbHBIX JOKYMEHTAX;

— BBIABJICHUC JCMACKUPYIOMIUX ITPU3HAKOB 00BEKTOB I/IC;
— YTOUHEHHE 30H IepexBaTa oOpabarbiBaeMOil Ha 0O0beKkTax uWH(OpMAalK, BO3MOXHBIX KAaHAJIOB YTEYKH HH(OpMALUH,
HECAaHKI[MOHUPOBAHHOTO IOCTYIIA K HEW U IPOTrPAMMHO-TEXHHYECKHUX BO3ACHCTBHIT HAa HH(POPMALHUIO;

— IPOBEPKA BBIMIOJIHEHUSI YCTAHOBIIEHHBIX HOPM U TPEOOBAaHMI MO 3aluTe WH(GOpMAILIUN
OT YTEUKH 0 TEXHUYECKUM KaHajiaM, OI[EHKa JOCTAaTOYHOCTU U 3()(PEKTUBHOCTH MEPONPUITUN
1o 3ammre HHpopManumy,

— IIpoBepKa BHINOJMHEHUsT TpeOoBaHui 1o 3amute MC 0T HECAaHKIIMOHWPOBAHHOTO
JOCTYyTIA;

— IpOBEpKa BBIMOJIHEHUs] TPEOOBAHUN 110 AHTUBUPYCHOM 3aIllUTE aBTOMATH3UPOBAHHBIX
CUCTEM U aBTOMATH3UPOBAHHBIX pa0OUUX MECT;

— IpoBepKa 3HAHUN PaOOTHUKOB IO BOMPOCAM 3alIUThl HH(OOPMALIUUA U UX COOTBETCTBUS
TpeOOBaHUSM YPOBHS MOATOTOBKH ISl KOHKPETHOTO pabOyero Mecra;

— OTIEPAaTUBHOE MPHUHATHE MEP IO MPECEUEHUI0 HAPYIIEHUH TpeOOBaHUN (HOPM) 3aIlIUThI
uHpopmanuu B 1C;

— pa3paboTKa MpeI0KEHNUN TI0 YCTPaHEHHIO (0CIa0ICHUIO) 1eMACKUPYIOIINX MTPU3HAKOB
U TEXHUYECKUX KaHAJIOB YTEUYKH HHPOPMAITHH.

4.3. KoHTpoJIb 3aIIUTHl HHPOPMAIIUH IPOBOJUTCS C YUETOM pealibHbIX YCIOBUM M0 BCEM
(bU3MYECKUM TOJSIM, TI0 KOTOPBIM BO3MOXKEH TepexBaT nHpopmanuu, nupkymupyoomeid B MC
OpraHMu3aliy, OCYUIECTBISETCS MO OOBEKTOBOMY MPUHIMIY, MPU KOTOPOM Ha OOBEKTe
OJTHOBPEMEHHO IPOBEPSIOTCS BCE BOMPOCHI 3amuThl nHpopMmanmu. [lepedeHph KaHAJIOB yTEUKU
YCTaHABIIMBAETCS B COOTBETCTBUU C MOJECIIBIO YTPO3.

4.4. B xo/1e KOHTPOJISI IPOBEPSIOTCS:

— COOTBETCTBUE TMPHUHATHIX MEp MO olecredeHuto 0e30macHOCTH KOH(GUIESHIIUATBLHOMN
uHpopmanuu (nanee — Ob KN);

— CBOEBPEMEHHOCTh U TOJHOTA BBIMOJIHEHUsI TpeboBaHuil Hactosuiero [lomoxenus u
Ipyrux pykoBoadumux qokymentos Ob KU;

— TOJTHOTA BBISIBICHUS IEMACKUPYIOIIMX MPU3HAKOB OXPaHSEMBIX CBEACHHUM 00 00beKTax
3alIUThl U BO3MOXXHBIX TEXHHUYECKHX KaHAIOB yTeUKH HH(OpMAIMH, HECAHKIMOHHUPOBAHHOTO
JIOCTYTIa K HEH ¥ MPOTPaMMHO-TEXHUYECKUX BO3ACHCTBUI Ha MH(OPMAITHUIO;

—3(QdEeKTUBHOCTh MPUMECHEHHUS OPTaHM3AIMOHHBIX M TEXHUYECKUX MEPONPHUSTHN TIO
3amuTe nHpopmaIuu;

— YCTpaHEHHE PaHEEe BHISIBICHHBIX HEJJOCTATKOB.

Kpowme Toro, MOryT NpoBOAUTHCS HEOOXOAUMBIE U3MEPEHUS U PACUEeThl, IPUTIIAIIICHHBIMU
JUTSL 9THUX el celualiucTaMu OpraHu3aluu, uMeroniei coorserctpytoue aumnenznn @CTIK
Poccun.

4.5. OCHOBHBIMH BHUJAaMH TEXHUYECKOTO KOHTPOJIS SIBISIFOTCS BU3YalbHO-ONTUYECKUIN
KOHTPOJIb, KOHTPOJb 3(PPEKTUBHOCTH 3aIIUTHl HHOOPMALMU OT YTEUYKH MO TEXHUYECKUM
KaHajaM, KOHTPOJb HECAaHKIMOHUPOBAHHOTO JOCTyna K WH(pOpMamuu W TPOTpaMMHO-
TEXHUYECKUX BO3JEHCTBHI Ha HHPOPMAIIHIO.

4.6. [lomyueHHble B XOA€ BEACHUS KOHTPOJIA pe3ydbTaThl 00pabaThIBalOTCA |
AQHAIM3UPYIOTCS B IIENIAX ONPEIENICHUs JTOCTATOYHOCTH U 3()PEKTUBHOCTU MPEANHCAHHBIX Mep
3amuThl MTHPOPMAIUU U BBIABICHUs HapymieHui. [Ipu oOHapyXeHUHM HapyIIeHW HOPM U
TpeOoBaHWil 1O 3amure WHPOPMAIMK  AIMUHUCTpATOp OE30MAaCHOCTH  JTOKJIAIbIBACT
PYKOBOJIUTEINIO JAJISl NPHHATUS MMHU PEIICHUS O MpeKpalieHuu oOpaboTKu uHpOpMalMu |
MPOBEJCHUSI COOTBETCTBYIOIIMX OPTraHU3alMOHHBIX M TEXHUYECKUX MEp IO YCTPaHEHUIO



HapylieHus. Pe3ynbTaTel KOHTPOJS 3aluThl WHGOpManuud OQOPMISIOTCS akTamMu JHOO B
COOTBETCTBYIOIIUX JKypHaJlaX ydyeTa pe3yJbTaTOB KOHTPOJISL.

4.7. HeBblllOIHEHNE TpeANMCaHHBIX Meponpusatuii no 3ammre KW, cuuraercs
MPEANOCHUTKON K yTeuke HHGOpMAITIH (J1ajee - MPEAIoChlIKa).

[To kaxmoil MpeArnochUIKe AJis BBIICHEHHSI OOCTOSITENBCTB W MPUYUH HEBBITIOTHEHUS
YCTaHOBJICHHBIX TPeOOBaHMM MO YKa3aHUIO PYKOBOJUTENS WM OTBETCTBEHHOIO 3a 3alUTY
uH(GOPMAIIUU TIPOBOJIUTCS PACCIEIOBAHUE.

Jlns mpoBeneHus — paccleOBaHMS ~ Ha3HA4YaeTCsl KOMHCCHS C  MPHUBJICYECHUEM
aaMuHHCTpaTopa Oe3omacHocTH. Komuccusi o0si3aHa YCTAaHOBHTH, MMENA JIM MECTO YTedKa
CBEJICHHM, U 0OCTOSATENbCTBA €l COMYTCTBYIOLIUE, YCTAHOBUTH JIMI, BUHOBHBIX B HAapyIIEHUU
NPEIMUCAaHHBIX MEPOINPHUATHI MO 3amuTe WHOOPMAIHMH, YCTAHOBUTh NPHYUHBI U YCIOBUS,
CIocoOCTBOBABILIME HApPYIICHWIO, U BbIpa0OTaTh pPEeKOMEHJAluu Mo uX ycrpaHeHuto. [locie
OKOHYAHUS PaCCiIeIOBAaHUS PyKOBOJIUTENb MPHHUMAET PEIICHUE O HaKa3aHUU BUHOBHBIX JIHII U
HEOOXOJUMBIX MEPONPUATHUSAX 110 YCTPAHEHHUIO HETOCTATKOB.

4.8. Benenre KOHTPOJS 3allUThl WH(DOpPMAIMHM OCYIIECTBISICTCS IyTEM MPOBEICHUS
NEPUOANYECKUX, IUJIAHOBBIX W BHE3AMHBIX MPOBEPOK OOBEKTOB 3amiuThl. [lepuoaunueckue,
TUTAHOBBIE M BHE3AITHBIC TIPOBEPKU OOBEKTOB OPTaHHU3AIMU MPOBOASTCS, KaK MPaBWIO, CHIIAMU
aIMUHUCTpaTOopa O€30macHOCTH © (WJM) OTBETCTBEHHOTO 3a 3amury uWHopmanuu, B
COOTBETCTBUU C YTBEPKICHHBIM TUTAHOM HJIU TI0 COTJIIACOBAHUIO C PYKOBOJIUTEIIEM.

4.9. OxgHoit u3 GopM KOHTPOJIS 3aIIUTHl HHPOPMAIIMH SBISETCS 00CIeI0BaHHEe 0O0BEKTOB
HC. OHO npoBOIUTCS HE PeXkKe OJHOTO pasa B roj paboyeid rpymnioi B cocTaBe aAMUHUCTPATOPA
0€30MacHOCTH, OTBETCTBEHHOTO 3a 3alUTy HH(pOpPMAIMH, OTBETCTBEHHOTO 3a HKCILIyaTalUio
oowekra. Jlns obcnemoBanusi IC MOXKET MPUBICKATHCS OpPraHHU3AIlMsl, MUMEIOIas JTUICH3UIO
OCTOIK Poccun Ha nesATENBHOCTD MO TEXHUYECKOH 3anuTe HHGOPMAIIIH.

4.10. O6cnenoanrie C mpoBOIUTCS € MENBIO ONMPEAETICHUS] COOTBETCTBUS MIOMEIICHHUIA,
TEXHUYECKHUX U TPOTPAMMHBIX CPEJCTB TPEOOBAHHSIM TI0 3aITUTEe HHPOPMAITHH, YCTAHOBICHHBIM
B «ATTecTaTe COOTBETCTBH TPEOOBAHHIM MO 6€30MaCHOCTH UH(OPMAIIHH.

4.11. B xoze o0cietoBaHUS MPOBEPSICTCS:

— COOTBETCTBHE TEKYIIMX YCIOBHM (YHKIIMOHHPOBAHUA OOCIEIyeMOro o0ObeKTa
YCIIOBUSM, CIIOKHBIITUMCSI HA MOMEHT TIPOBEPKH;

— coOMI0ICHHe OPraHU3alMOHHO-TEXHUYECKUX TpeOOBaHM MOMENIEHHH, B KOTOPBIX
pacnionaraercsa UC;

— COXPaHHOCTh MeuaTeil, maIoM0 Ha TEeXHWYECKHUX CpEACTBaxX Mepenauud U 00paboTku
nH(POPMAIINH, a TAK)KE HA YCTPONCTBAX MX 3aIIUTHI, OTCYTCTBUE MMOBPEKICHUI IKPAHOB KOPITYCOB
anmaparypsbl, 000104eK Kabelel U UX COeTUHEHHH ¢ IIMHAMHU 3a3€MJICHHUS,

— COOTBETCTBHC BBINIOJIHACMBIX Ha OOBEKTE MEPONPHSTHHA IO 3almTe WH(OOPMAIUN
JAaHHBIM, U3JI0’)KEHHBIM B HACTOAIIEM TOJIOKEHUH;

— BBIIIOJITHCHHE  TpeOOBaHWM MO  3ammre  WHOOPMANMOHHBIX ~ CHCTEM  OT
HECaHKIMOHUPOBAHHOTO JOCTYTIA;

— BBINIOJTHCHHUE TPEOOBAHUI 110 AHTHUBUPYCHOMN 3aIIUTE.

4.12. ]Ina BBISIBICHUS PATUOSJICKTPOHHBIX YCTPOMCTB W TMPOBOJOB HEU3BECTHOTO
Ha3HAYCHUS, MPEIHAMEPCHHOTO HAPYIICHUS 3aIlIUTHBIX CBOWCTB OOOpPYJOBaHWS, a TaKXKe HE
MPEeyCMOTPEHHBIX MpaBHJIaMU SKCIUTyaTallid OTBOJOB OT 00OpPYAOBaHUS M COCTUHHUTEIBHBIX
JIMHWH, IPOJIOKCHHBIX B BBIICJICHHBIX M 3alTUINAEMbIX IIOMEIICHUSX, @ TAKXKE APYTUX HAPYIICHAN

1 CIIOCOOO0B BO3HUKHOBEHHUSA KaHAIOB YTCUKU I/IH(l)OpMaI_II/II/I HeO6XO,I[I/IMOZ
— TIIATEJIBHO OCMOTPETh MeOenb, CyBEHHPHI (OCOOCHHO HHOCTPAHHOTO MPOHM3BOJCTBA), 00OPYJOBAaHHE, YCTAHOBJICHHOE B 3TOM
MOMEIIICHUH, OCBETUTEIIBHYIO alapaTypy, HALIN OTONUTENbHBIX OaTapeil, IITOPbl, OKOHHBIE MPOEMBI U T.J.;

— BCKPBITh U OCMOTPETh PO3ETKH, BBIKIOYATEIN OCBETUTEIILHOM CETH, JIFOKH BEHTHIIALIUN
Y KaHAJIbI CKPBITOM IIPOBOJIKH;

— IIPOBEPUTH KaUECTBO YCTAHOBKH CTEKJIONAKETOB OKOHHBIX IIPOEMOB;

— IIPOBECTH aIllapaTypHYIO IPOBEPKY NOMEILECHHS HA OTCYTCTBUE BO3MOKHO BHEPEHHBIX
AIIEKTPOHHBIX ~YCTPOMCTB mepexBaTa uHGpopManuu (MpU HAJUMYUU  COOTBETCTBYIOLICH



anmaparypsbl), P HEOOXOJUMOCTH TSl IPOBEACHHUSI TAHHBIX BHIOB PaOOT MOTYT MPUBIEKATHCS
OpraHu3anuu, umernme coorsercrpytomue auueH3nn ®Ch Poccun.

4.13. T'ocynapCTBEeHHBI KOHTPOJIb COCTOSTHHS 3aIUTHI MH()OPMAIMUA OCYIIECTBISETCS
®denepanbHON CITYy OBl 0 TEXHUYECKOMY M AKCIIOPTHOMY KOHTpoJito Poccun m denepanbHoi
ciyx00it 6e3onmacHocTd Poccun B paMkax MX MOJTHOMOYHIA B COOTBETCTBUU C JCHCTBYIOIIUM
3akoHOoHaTenbCcTBOM  Poccuiickoit  @enepanuu. JlocTynm — mpeacTaBUTENe  yKa3aHHBIX
denepanbHBIX OPraHOB UCIIOIHUTEIHHON BIIACTH HA OOBEKTHI JUIS TIPOBEACHUS TIPOBEPKH, a TAKIKE
K paboTaM W JOKYMEHTaM B o00beMe, HEOOXOIWMOM I OCYIIECTBICHHUS KOHTPOJIA,
oOecreynBaeTcsi B YCTAHOBICHHOM TMOPSIKE MO TMPEABSBICHUU CIyKEOHOTO YIAOCTOBEPEHUS
COTPYJHHUKA, a TAaK)Ke JJOKyMEHTa YCTAaHOBJIEHHOHN ()OpMBI Ha TIPABO MPOBEICHUS MPOBEPKHU.

5. [Topsinok o0yuyeHusi mepcoHajia npaktuke padorol B UC B yacTu obecneyeHust
Oe3onacHocTH KOHGUACHINATbHON HH(pOpMauK

5.1. Tlepen Hawaiom pabotei B UWC monp3oBaTenu JOJDKHBI O3HAKOMHUTBCS C
MHCTPYKLHMSAMH IO UCIIOJIb30BAHUIO MPOTPAMMHBIX M TEXHUUECKUX CPEJICTB, M0 UCIOIb30BAHUIO
CPEZCTB 3aLIUThI HH(OPMAIMU TIOJ] POCITUCH.

5.2. [Tonb30BaTeNn JOJKHBI TPOJEMOHCTPUPOBATh ATMUHUCTPATOpPY O€30MacHOCTH
U(MIM) OTBETCTBEHHOMY 32 3alIUTy MUH(OpPMAIMK HAIWYHE HEOOXOAUMBIX 3HAHUN U YMEHHM 15
BBINOJIHEHUsI TpeOoBaHui Hacrosmero [lonoxxeHus. AQMUHUCTpAaTOp O€30MAaCHOCTH JIOJIKEH
BECTH JKypHaJI yueTa IPOBEPOK 3HAHUIN U HABBIKOB I10JIb30BATEIEH.

5.3. [lonp3oBareny, JIEMOHCTPUPYIOIIME HEAOCTATOUHBIE 3HAHUA W YMEHHA UL
obecrieueHHs 6€30MaCHOCTH KOH(PHUICHIIMAILHON HH(OPMAIIH B COOTBETCTBUH C TPEOOBAaHUAMU
HACTOSIIETO NoJIoKeHHs, K padore B UC He momyckaroTcs.

5.4. OTBETCTBEHHBIM 32 OpPraHU3ALUI0 O0YUYCHHS U OKa3aHHE METOJUYECKOM IMOMOIIH B
MBOY 10 JIOCII «Cantor» SBiIsIETCS aAMUHUCTPATOP 0€30MaCcHOCTH.

AJMMHUCTpAaTOp  JOJDKEH  OpraHM30BbIBaTh  COBELIATEIbHBIE  MEPONPUATHS U
MHCTPYKTaXH, HAIIPABJICHHBIE Ha!

— pa3bsiCHEHUE  COTPYJHHMKaM  TpeOOBaHMM  OpraHU3alMOHHO-PACHOPSAUTEIbHON
JIOKYMEHTaluu U npasui padotsl B UC;

— MOBBILUIEHUE YPOBHS MX KBaJIM(UKAUK B 001acTH HH(POPMAILIMOHHOIN 0€301MacHOCTH U
IPUMEHEHHUS IITATHBIX CPEJICTB 3alIUThl HHPOpMAIUY;

— pa3bsCHEHUE MOPSIKA UCII0JIb30BaHMsI ChEMHBIX HOCUTENEH HH(pOpMAIHH.

NHcTpyKTaXu A0IKHBI IPOBOAUTHCS IEPUOINYECKH (HE PEXKe OJHOTO pa3a B TPU Mecs1a),
a Tak)Ke NMPU BOZHUKHOBEHWHU HEIUTATHBIX CUTYyallUH.

5.5. /Ins mpoBeneHus 3aHATUN, CEMHHAPOB M COBELIAHMM MOTYT TPUBJIEKATHCS
CHELMATHCTHI 110 IPOrPAaMMHOMY U TEXHUYECKOMY 00ECIIEUEHHUIO, a TAKXKE CIEIIUATNCThI OPraHOB
1o arrectanuu 00beKTOB HHPOpMaTH3auu, opranu3anui-mirenznato ®CTOK Poccun u ®Ch
Poccun.

5.6. K pabore B NC pomyckaroTcs TOJBKO COTPYJHHKH TPOUICIIIAE TEPBUYHBIHN
uHcTpyktax Ob B IC u noka3aBiiie TBep/ible TEOPETUUECKUE 3HAHUS U NPAKTUYECKUE HaBBIKH,
0 uéM JienaeTcsl COOTBETCTBYIOMIas 3anuch B JKypHaine yuéra nomycka k padore B VC.

5.7. AnMuHuCTpaTop 0€30MmacHOCTH JOHKEH HMMETh MpoQuiibHOE oOpa3oBaHHE (JTHOO
JTUTIJIOMBI O TIOBBIIICHUHM KBajdu(uKaiuu) B oOnactu 3amuTthl uHGopMauu. Pexomenmayercs
NPOXOKJCHUE aJIMUHHMCTPATOPOM CIELUAIN3UPOBAHHBIX KypCOB IO aJMUHUCTPUPOBAHUIO
CpPEeICTB 3alIUThl HH(pOpMAIHH, UcTIoNb3yeMbIX B VIC.

6. ITopsinok npoBepKM 3J1eKTPOHHOIO KypHasa odpamenuii k UC.

6.1. Hacrostmuii pasmen IlososkeHUs! ompenenseT MOpsAOK IMPOBEPKH SIEKTPOHHBIX
XKypHaioB oOpameHuii k pecypcam VC.



6.2. [IpoBepka 3JIEKTPOHHOTO >KypHaja OOpalleHUi MPOBOIUTCS C IICNBIO BBISBICHUS
HECaHKITMOHMPOBAHHOTO JIOCTYTIA K 3ariuiraemMoit napopmammu B VIC.

6.3. IIpaBo MpoOBEpKH 3IEKTPOHHOTO KypHaja 0OpaleH!i UMEIOT:

— aIMUHHCTPATOp 0E30IaCHOCTH;

— OTBETCTBEHHBIH 3a 3aIIUTy UHPOPMAIIUY;

— PYKOBOJIHUTEITb.

6.4. Ha texnuueckux cpeactBax MC, Ha KOTOPBIX yCTAHOBJICHBI CIICIUATN3NPOBAHHBIC
cpencTa 3amuThl nHbopMmalu Tua «Ctpax», «Secret Net», «Dallas Lock» u apyrue, npoBepka
AJIEKTPOHHOTO JKypHAaja MPOU3BOJIUTCS B COOTBETCTBUU C TIpHIaraeMbiM K ykazanHbiM C3U
PykoBoacTBOM.

6.5. IlpoBepke mojuIexar Bce 31eKTpoHHBIE )KypHab! MC.

6.6. [IpoBepka MODKHA TPOBOJUTHCS HE PEXe, YeM OIWH pa3 B HENCII0 C IENbI0
CBOCBPEMEHHOTO BBISIBIICHUS (DaKTOB HapylieHus TpeboBanuii Hactosiero [TomoxeHwus.

6.7. @akThl MPOBEPOK AIEKTPOHHBIX KYPHAJIOB OTPAKAIOTCS B CICIUAIBLHOM JKypHaJe
npoBepok. [locne kaxxaoi npoBepku AJMHHUCTPATOP O€30MaCHOCTH JIENIAET COOTBETCTBYIOUIYIO
OTMETKY B )YPHAJI€ U CTABHUT CBOIO MOJIITHUCH.

7. IllpaBu/Ia aHTUBUPYCHOM 3a1UTHI

7.1. HacTtosimue mpaBwWiia OMPENENsAIOT TPpeOOBaHUS K OpPraHU3allMM 3alluThl OOBEKTa
HUCIAa oT pa3pylmamomero BO3ACHCTBUS BPEJOHOCHOTO IPOTrPaMMHOrO obOecreueHus,
KOMIIBIOTEPHBIX BHPYCOB U YCTAHABIMBAET OTBETCTBEHHOCTb PYKOBOJUTEIS U COTPYIHHKOB,
HKCIUTyaTUPYIOIIMX M CONPOBOXAAIOUINX KOMIbIOTEpsl B coctaBe MC, 3a uX BBINOJHEHHE.
Hacrosimue npaBmia pactipoctpaHsroTcs Ha Bce 00bekTsl UC opranuzanum.

7.2. K WCronp30BaHMI0O Ha KOMIBIOTEpaxX JIOMYCKAIOTCS TOJBKO JIMLEH3MOHHBIC
AQHTHBHPYCHBIE CPEACTBA, IEHTPAJIM30BAHHO 3aKYIUICHHBIE Y Pa3pa0O0TYMKOB (ITOCTABIIMKOB)
yKa3aHHBIX CPEJCTB.

7.3. YcraHOBKAa W HayajlbHash HACTPOWKAa CpEACTB AHTUBUPYCHOTO KOHTPOJIA Ha
KOMITbIOTEpAX OCYILIECTBISAETCA aAMUHUCTPATOPOM 0€30MaCHOCTH.

7.4. AnmuaucTpatop 0€30IacHOCTH  OCYIIECTBISIET NEPUOIUYECKOe OOHOBIICHHE
AQHTUBUPYCHBIX NTAKETOB U KOHTPOJIb UX pabOTOCTIOCOOHOCTH.

7.5. SIpabik (ccbuika) AJs 3allycKa aHTUBMPYCHOM MPOTPaMMBbl JOJKEH OBITh JOCTYIEH
BCEM I10JIb30BaTeNSAIM HH(POPMALIMOHHONW CUCTEMBI.

7.6. ExxeHenennbHO B Hawasie paboTHI, TIOCIE 3arpy3KH KOMIIBIOTEpa B aBTOMATHYECKOM
peKuMe OJDKEH MPOBOAMTHCS aHTUBUPYCHBIN KOHTPOJIb BCEX AUCKOB U (DaiilioB KOMITBIOTEPOB.

O0s13aTeIPHOMY aHTUBUPYCHOMY KOHTPOJTIO TIOJUICKUT Jt00ast nHpopmamms (TEKCTOBBIE
daiinbl 006X (hopMaToB, (halibl TaHHBIX, UCHIONHSAEMBIC (ailnbl), HHPOpPMAIUI HA CHEMHBIX
HOCUTENAX (MarHUTHBIX TUCKaX, JICHTaX, ONTHYECKUX IUCKaxX W T.I.). KoHTpons mcxomsmiei
UHpOpMaLUU HEOOXOAMMO MPOBOJUTH HEMOCPEICTBEHHO IEpe]] apXUBUPOBAHUEM M OTIIPABKON
(3amMChI0 HA CHEMHBIN HOCHUTEID).

HacTtpoiiku cpeacTB aHTUBUPYCHOM 3aIIUTHI 1OJIKHBI OBITh BBINOJIHEHBI B COOTBETCTBUU
¢ TpeOoBaHMAMHU 0€30MaCHOCTH KOH(MUACHIMAIBHOW HHPOPMALIUU ONPEACICHHOMN I JaHHOTO
kiacca. Hactpoiiky cpecTB aHTUBHPYCHOM 3alUThI BBHIIOIHIET aIMUHUCTPATOP O€30MaCHOCTH.

7.7. @aiibl, MOMENIaeMble B SJIEKTPOHHBIA apXWB HA MAarHUTHBIX HOCUTENSX, TOJDKHBI B
00513aTeIbHOM TOPSAZIKE MPOXOIUTh AHTUBUPYCHBINM KOHTpousb. Ilepmonuueckue mnpoBepku
AIIEKTPOHHBIX APXUBOB JOJKHBI IPOBOIUTHCS HE PEXKE OTHOTO Pa3a B MECHIL.

7.8. YcranaBnuBaeMoe (M3MEHsEMOE) IporpaMMHOe oOecreueHHe JOJDKHO ObITh
IpeBapUTENIbHO TPOBEPEHO HAa OTCYTCTBHE BHUPYCOB. HemocpeacTBEHHO TOCie YCTaHOBKH
(M3MEHEHUs) MPOrPaMMHOTO0 OOECHEeUYEeHUs] KOMIIBIOTEpa, aJMUHHUCTPATOpoOM O€30MacHOCTH
JOJKHA OBITH BBITTOJTHEHA aHTHBHPYCHas mposepka MC.



7.9. Ha KOMIBIOTEpHl 3alpeliaeTcs YCTAaHOBKA IPOrpaMMHOIO OOecledyeHus, He
CBA3aHHOTO C BBIMOJHEHUEM (YHKIUN, NPEeTyCMOTPEHHBIX TEXHOJOTHYECKHM TPOIECCOM
00paboTKK HHPOPMALIUH.

7.10. [Ipy BO3HMKHOBEHHH TOJO3PCHHMsS] Ha HAJIWYHWE KOMIIBIOTEPHOTO BHpyca
(HeTunuyHast paboTa MpPOrpaMM, MOSABICHHE rpaUIECKUX U 3BYKOBBIX I(PPEKTOB, UCKAKECHUI
JAHHBIX, TIporaganue ¢GanaoB, YaCTOE MOSBICHUE COOOIICHHH O CHCTEMHBIX ONIMOKax W T.II.)
NOJIb30BATENb CAMOCTOSITETIbHO (MJIM BMECTE C aIMHHHUCTPATOPOM O€30MacHOCTH) OJKEH
MIPOBECTU BHEOUYEPEIHON aHTUBUPYCHBIN KOHTPOJIb KOMIIBIOTEPA.

B cnyuyae oOHapyXeHHsT TpHU MPOBEACHUU AHTUBHUPYCHOW MPOBEPKH 3apakKeHHBIX
KOMIIBIOTEPHBIMU BUpycaMu (aitiioB MOJIb30BaTeNb 00sI3aH:

— MPUOCTAaHOBUTH 00paboTKy nanHbX B UC;

— HEMEJICHHO MOCTaBUTh B U3BECTHOCTh O (pakTe OOHApYKEHUS 3apakKCHHBIX BHUPYCOM
¢aiinoB aaMUHUCTpPATOPa OE30MACHOCTH, a TAKKE CMEKHBIE MOIpa3AeICHNs, HCIIOIb3YIOIINE 3TH
¢aiinsl B paboTe;

— COBMECTHO C BJaJeNbLeM 3apaXCHHBIX BHpPYcOM (DaiijloB TpOBECTH aHAIH3
BO3MO>KHOCTH, JAIbHEHUIIETO UX UCIIOIB30BaAHUS;

— MPOBECTH JICUCHUE WM YHUUYTOKECHUE 3apaKCHHBIX (PaiiIoB.

7.11. OTBETCTBEHHOCTH 3a OPraHU3AIUI0 AHTUBUPYCHOTO KOHTPOJIst B IC B COOTBETCTBUH
¢ TpeOoBaHusMU Hactosuiero IlojoxeHus Bo3yaraeTcss Ha OTBETCTBEHHOIO 3a 3alllUTy
nHpopManuu.

7.12. OTBETCTBEHHOCTh 32 TPOBEJCHUE MEPONPUATUI AHTUBUPYCHOM 3aIlUTHl B
koHkpetHo HMC wu coOmogenue TpeboBanmii Hactosmero [lojoskeHus Bo3maraercs Ha
aJIMUHUCTpaTopa 6€30MaCHOCTH U BCeX mosib3oBaTeneit nanHoi MC.

8. [IpaBu/1a NapoJIbHOM 3aIIUTHI.

8.1. laHHBIC TpaBHWia PETJIAMCHTUPYIOT OPTraHH3AIlMOHHO-TEXHUYCCKHE MEPONPHUATHS 10 O00ECICUCHHIO
MPOLIECCOB I'eHEepalK, CMEHBI U ITpekpalleHus Aeiicteus naposeid B UC, a Takyke KOHTPOIIb ASHCTBUM MOJIb30BaTeNei
pu paboTe ¢ MapOISIMH.

8.2. Opranm3anoHHOE M TEXHHUYECKOE O00ECIeueHHe MPOIECCOB IeHEepalliy, WCIOJIh30BAaHUS, CMCHBI U
TpeKpaIeHus neicTBus maposeit Bo Bcex moacuctemax MC u KOHTpONb NeHcTBUI TOIB30BaTeNeit Ipu paboTe C
MapoJIIMHU BO3JIAraeTcs Ha aJMHHUCTPATOpa OE30MIaCHOCTH.

8.3. JIuunble Maponu JODKHBI TEHEPUPOBATHCS M PACIPENENSTHCS EHTPATU30BAHHO JIHOO BHIOMPATHCS
nonp3oBaresiMi OBT caMOCTOATENBEHO ¢ YYETOM CIEIYIONNX TPEeOOBaHMIA:

— TIapoJib JOJIKEH OBITh HE MEHEee 6 CUMBOJIOB;

— B YHUCIIC CHMBOJIOB TAPOJIsSl 003ameibHO TOJHKHBI IPUCYTCTBOBATh OYKBBI B BEPXHEM
WIIK HWOKHEM perucTpax, udpsl v (MiIK) crieluaibHbie CMMBOIB (@, #, $, &, *, % u T.1.);

— CHMBOJIBI MTApOJIeii I pabounX CTaHIIMN, HA KOTOPBIX YCTAHOBJICHO CPEJICTBO 3aIUThHI
WH(POPMAIIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA, JOJDKHBI BBOJIUTHCS B PEKHME JATHHCKOU
pacKIIaJKU KIIaBUATYPHI;

— TIapoJIb HE JOJKEH BKITIOYATH B ¢€0s1 JIETKO BBIYUCIISIEMbBIE COYETAHUSI CHMBOJIOB (MMCHA,
dbamunun, HaumeHnoBaHust APM u T.11.), a Taxke obmenpuHsaTsie cokpamienus (3BM, JIBC, USER
U T.IL.);

— IIpY CMEHE MapoJis HOBOE 3HAYCHUE JIOJDKHO OTINYATHCS OT MPEABITYIITNX;

— M0JIb30BaTElIb HE UMEET MIPaBa COOOLIaTh JIUYHBIN MapoiIb JPYTUM JIUIAM.

Brnanenbupl maposei JOIMKHBEI OBITh 03HAKOMIICHBI IO TIOANKCH C TIEPEYHCIICHHBIMH BBIIIE TPEOOBAHUIMHI
Y TIpEeIyTIPEXICHBI 00 OTBETCTBEHHOCTH 33 HUCIIOJIb30BAHHE MTAPOJIEH, HE COOTBETCTBYIOMINX JTAaHHBIM TPEOOBaHMSM,
a TaKXKe 3a pas3MIIallieHue MaposibHOM nHpopManum.

8.4.B ciiydyae BO3HHMKHOBGHHsS HEWITaTHBIX CHUTyaluH, (opc-MakOpHBIX OOCTOATENBCTB W T.IL
TEXHOJIOTUYECKOH HEOOXO0IMMOCTH HCTIONB30BAaHNUS HMEH U ApOJIeH COTPYIHUKOB (MCIOIHUTENEH) B X OTCYTCTBHE,
COTPYAHHMKH 00s3aHBI cpa3y >Xe Iocjie CMEHbl CBOMX Iaposiell HMX HOBBbIE 3HAueHHs (BMecTe ¢ HMMEHaMH
COOTBETCTBYIOIIUX YUETHBIX 3aMKceil) B 3alleyaTaHHOM KOHBEPTE MM OTleYaTaHHOM IIeHaJIe Iiepe1aBaTh Ha XpaHEeHUe
PYKOBOJIUTENIO CTPYKTYPHOTO IOJApa3/ieieHus. 3aneyaTaHHble KOHBEPTH! (TI€HANBI) C MApOJsIMM HCIOJIHUTENEH
JIOJDKHBI XpaHUTBHCS B HEJJOCTYITHOM MECTe Y PyKOBOAUTENS CTPYKTYPHOTO MOpa3/IeIeHuUsI.



8.5. [onHast Tu1aHOBAasE CMEHA MapoJICH MOJIb30BaTENICH TOJHKHA MPOBOAUTHLCS PETYJIIPHO, HE PEXKE OTHOTO
pasa B TeueHue 90 qHel.

8.6. BHerutaHOBasi CMEHA JTMYHOTO TAPOJs WM yNAJICHUE YYeTHOW 3amwch monb3oBarerss UC B cimyuae
MpEKpaIieHus ero MoJIHOMOYMH (YBOJBHEHHE, MEPEXo Ha JPYrylo padoTy BHYTPH NPENIPHUITHS U T.I1.) J0JDKHA
MPOU3BOIUTHCS AIMUHUCTPATOPOM Oe30MacHOCTH (JIMOO HOBBIM MOCTOSHHBIM IOJIb30BATENIEM) HEME/JICHHO TOCIIE
OKOHYAHHMS MOCIEHEr0 CeaHnca paboThl JaHHOTO MOJIh30BATENS C CUCTEMOW HA OCHOBAHHH yKa3aHUs PYKOBOIAUTEIS
CTPYKTYPHOTO MOAPa3/ICICHHUS.

8.7. BHerutaHOBasi TOJNHAs CMEHAa TMaposieil BCex MOJb30BaTeNeil J0DKHA TPOU3BOIUTHCS B Cilydae
MpEeKpaIieHuss TOJHOMOYHH (YBOJNIBHEHHE, MEPeXoJ Ha Jpyrylo paboTy BHYTPU MPEANPHUATHS U APYrue
00CTOSATENBECTBA) aAMUHUCTPATOpa O€30IIaCHOCTH.

8.8. B ciyuae KoOMIIpOMETallMl JMYHOrO Tmapojsi mosib3oBateas MC no/mkHBI OBITH  HEMEIJICHHO
IIPEANPUHATBL MEPHI 10 BOCCTAHOBJICHUIO ITAPOJIbHOM 3alLIUTHL.

8.9. Kontponb neiicTBuii mojb3oBareiell Npu padOTe C MapoJisIMU, COOJIOJACHUE IMOpPSIKAa WX CMCHEI,
XpaHEHUsI U UCIOJIb30BaHUS BO3JIAraeTcsl Ha aIMHHUCTPATOpa OE301acHOCTH.

9. IlpaBusia OOHOBJIEHHS] OOLIECHCTEMHOI0 M MNPHKJIAIHOIO0 TPOrPaMMHOIO
ol0ecneyeHust, TeXHH4ecKOro oodcayxusanusa UC

9.1. Hacrosimue mpaBuiia peryiaMeHTUPYIOT oOecriedeHue 0e30macHOCTH WHGOpManuu
IpY TIPOBEACHNU OOHOBICHHH, MOTU(PUKAIINH OOIECHCTEMHOTO U MPUKIIAJHOTO TIPOTPAMMHOTO
o0ecrneueHHs, TEXHUYECKOTO OOCITY>KMBaHHsI M MPH BO3HUKHOBEHHM HEIITATHBIX CUTyallUd B
pabote VC.

9.2. Bce u3MeHeHHs KOHQUTYpaluil TEXHUYECKUX U MporpaMMHBIX cpeacTB MC nomkHbI
IIPOU3BOJUTHCS TOJIBKO HA OCHOBAHMHU 3asiBOK OTBETCTBEHHOTO 3a AKCIUTyaTal[Ml0 KOHKPETHOI'O
HNC.

Ilepen mnpoBenmeHwemM padOT MO BHECEHUIO HM3MEHEHHWH B COCTaB TEXHUUYECKUX W
nporpaMMHbIx cpefcts MMC HeoOXoauMo coriacoBaTh BO3MOXKHOCTb JaHHBIX W3MEHEHHH ¢
OpraHoM, TPOW3BOAMBIIUM pPabOTHI TO arrecTanud. IlpW BO3MOXKHOCTH OCYIIECTBIICHHUS
NOJOOHBIX U3MEHEHUH MpEAICTaBUTEIN OpraHa 10 aTTeCTallMM OCYIIECTBIIAIOT HAJI30p 32 BCEMHU
npoBoAMMBIMU pabotamu. IlpoBeaeHune pabOT MO M3MEHEHHIO COCTaBa TEXHUYECKUX U
nporpaMMHbIX cpenctB MC 6e3 corimacoBaHusi ¢ OpPraHoM IO aTTECTallMd aBTOMATUYECKH
IIPEKpaIlacT JeUCTBUE BBIIAHHOIO ATTECTaTa.

9.3. [IpaBo BHeceHMs] M3MEHEHHMH B KOH(UIYpalUIO anmapaTHO-IPOTrPaMMHBIX CPEICTB
samumieHHbx UC npenocrasisiercs:

- B OTHOIICHUU CHUCTEMHBIX U MPHUKJIAIHBIX MPOTPAMMHBIX CPEACTB — aIMHUHHUCTPATOPY
0€30MaCHOCTH 10 COTJIACOBAHUIO C OPraHOM I10 aTTECTAlluH, IPOBOIMBIINM aTTECTALUIO JaHHOU
ncC;

- B OTHOIICHHUH alMapaTHBIX CPEJCTB, a TAK)KE B OTHOUICHWH MPOTPAMMHO-AINIapaTHBIX
CPEZCTB 3alMThl — AMUHUCTPATOPY O€30MMaCHOCTH 10 COTIACOBAHUIO C OPTaHOM I10 aTTeCTal|H,
IPOBOAMBILKM aTTecTauuto nanHou UC.

9.4. 3meHeHue KOH(UTypaluu anmnapaTHo-nporpaMMHbix cpeacts UC kem-mubo, kpome
BBIILIECTIEPEUNCIICHHBIX YIIOJTHOMOYEHHBIX COTPYIHUKOB U MOJpa3AeiieHUl, 3apenieHo.

9.5. [Iponienypa BHECEHHs] HW3MEHEHHH B KOH(UIYpalMIO CHUCTEMHBIX W MPUKIAJHBIX
nporpaMMHbIX cpeactB UC unuimmnpyeTcs 3asBKOM OTBETCTBEHHOT O 3a 3kcrutyaTtanuio MC.

9.6. B 3asBKe MOI'YyT yKa3bIBaThCs CIEAYIOIINE BUIbI HEOOXOIUMBIX U3MEHEHUH B COCTaBE
anmapaTHbIX M IporpaMMHbIX cpeacts UC:

— yCTaHOBKa (pa3BepTHIBAHKE) HA KOMITBIOTEP(bI) MPOTPAMMHBIX CPEACTB, HEOOXOIUMBIX
JUIS peleHHs ONpeAeNeHHON 3amaun (1o0aBlieHHEe BO3MOXKHOCTH DPELICHUs JaHHOM 3a/1adyd B
nmaunou UC;

— oOHOBJIEHHE (3aMeHa) Ha KOMIIbIOTEepe(ax) MPOrpaMMHBIX CPEJICTB, HEOOXOAUMBIX IS
pelieHust onpefeneHHONM 3ajauu  (OOHOBICHHME BEpPCHH HCMONB3YEMBIX Ul pELeHHs
OTIpeIeICHHON 3aJ]auu POrpaMm);

— yJaJeHHe ¢ KOMIIbIOTEpa MPOTrPaMMHBIX CPEACTB, UCIOJIb30BABUIMXCS AJS PELICHUs
OTIpeNIeICHHON 3a/auM (MCKIIOYEHHE BO3MOXXHOCTH PEIICHUS NaHHOM 3aayd Ha JaHHOM
KOMITBIOTEPE).



9.7. Taxoke B 3asBKE yKasbIBaeTcsi ycioBHoe HanmMmeHoBaHue VIC. HaumeHoBaHus 3amau
YKa3bIBalOTCA B COOTBETCTBMM C IEPEYHEM 3ajjady apXuBa AUCTPUOYTUBOB YCTAaHOBJIEHHOTO
IPOrPaMMHOTO 00€CIeUYeHHUsl, KOTOpPbIE MOXHO peliaTb C HCIOJb30BaHUEM YKa3aHHOTO
KOMIIBIOTEpA.

9.8. 3asBKy oTBeTCTBEHHOTO 3a 3KcruryaTanuio MC, B KOTOpoi Tpedyercsi mpou3BecTH
U3MEHEHUs KOHQUTypaluy, pacCMaTpuBaeT PyKOBOJUTENb, BUSUPYET €€, YTBEPKAasi TEM CaMbIM
IPOM3BOJICTBEHHYIO HEOOXOJMMOCTbH ITPOBEACHNUS YKa3aHHBIX B 3asIBKE M3MEHECHUH.

ITocne yero 3asBKa nepeaaeTcss aAIMUHUCTPATOPy O0€30MaCHOCTHU AJIsl HEOCPEACTBEHHOIO
UCTIOJIHEHUST pabOT MO BHECEHUIO M3MEHEHUH B KOH(UIYpalMI0 KOMITBIOTEPAa YKAa3aHHOTO B
3aaBke WC.

9.9. [loarotoBka O0OHOBIEHUS, MOAM(UKALNK OOIIECUCTEMHOT0 M  IPHKJIATHOTO
nporpammuoro ooecrnieuenust IC TectupoBanue, CTEHIOBBIC UCTIBITAHUS (MPH HEOOXOIUMOCTH) U
nepeaaya UCXOAHBIX TeKCTOB, TIOKYMEHTAIUU U TUCTPUOYTHBHBIX HOCUTENEH MporpaMM B apXuB
TUCTpUOYTUBOB YCTAHOBJIEHHOTO MPOTPAMMHOIO 00€CHeueHHsl, BHECEHHE HEOOXOIUMBIX
U3MEHEHU B HACTPOMKH cpencts 3amuTsl oT HCJ 1 cpeacTB KOHTPOIIS EeT0CTHOCTH (haiiioB Ha
KOMIIbIOTEpax, (OOHOBJIEHNE) U yJaJ€HUE CUCTEMHBIX U NPHUKIAJHBIX MPOrpaMMHBIX CPEACTB
IPOM3BOJUTCS aIMHUHHUCTPATOPOM OE30MIACHOCTH IO COTJIACOBAHUIO C OPraHOM IO aTTECTAllUH,
npoBoaMBIINM artectanuio gaHHoW MC. PaboTel mpon3BoaaTcst B MPUCYTCTBUH OTBETCTBEHHOTO
3a akcruryaranuto qanson UC.

9.10. YcranoBka uiam oOHOBieHue moacucteM WMC MODKHBI TMPOBOIUTHCS B CTPOTOM
COOTBETCTBUH C TEXHOJOTHEW MPOBEACHUS MOAU(UKAIUI MPOrPaMMHBIX KOMILJIEKCOB JTAaHHBIX
HOJICHCTEM.

9.11. YcranoBka u obHoBieHue 10 (cucTeMHOro, TECTOBOTO M T.I.) Ha KOMITBIOTEpaX
IPOU3BOJUTCS TOJIBKO C OPUTHMHAIBHBIX JIMLIEH3MOHHBIX JUCTPUOYTHUBHBIX HOCUTENEH (IUCKET,
KOMIIAKT JHUCKOB M T.I.), MOJYYEHHBIX YCTAHOBJIEHHBIM IMOPsAKOM, npukiaaaHoro II0 — ¢
ATAJIOHHBIX KOMHMM TMPOTPpaMMHBIX CpPEJICTB, IOJYYEHHbIX W3 apxuBa JUCTPUOYTHBOB
YCTaHOBJIEHHOT'O MPOTrPaMMHOI0 00ECTIEYEHHUS.

9.12. Bce noGamisieMble MpOrpaMMHBIE W amllapaTHbIe KOMIIOHEHTHI JOJDKHBI OBITh
IpeBapUTEIbHO YCTAHOBJICHHBIM IOPSIKOM IPOBEPEHbI Ha PabOTOCIIOCOOHOCTh, a TAKXKeE
OTCYTCTBHE ONACHBIX (PYHKIIHII.

9.13. Tlocne ycrtanoBku (oOHoBneHus) IIO, agmuHHMCTpaTOp O0€30MACHOCTH JOJKEH
IIPOU3BECTU TPeOyeMble HACTPOUKH CPEJCTB YIPABIEHUS JOCTYIIOM K KOMIIOHEHTaM KOMITbIOTEpa
U TnpoBeputh paborocnocoOHocTh [IO W mpaBWIBHOCTE MX HACTPOWKM U TMPOU3BECTU
COOTBETCTBYIOIIYIO 3amuch B JKypHane yuera HemTaTHeIX curyauuid B MC, BbImogHEHUS
NpOopUIAKTHYECKUX PadOT, yCTAHOBKH U MOAN(UKALIMU IPOTPAMMHBIX CPEJICTB HAa KOMIIbIOTEpaxX
NC, nenaer 0OTMETKY O BBIITOJHEHUHU (Ha 00OpaTHOM CTOPOHE 3asBKK) U B TeXHUYECKOM TacIopTe.

9.14. ®opmar 3amuceit KypHana yuera HewmTatHelx cutTyauuit WMC, BbimonHeHus
IpOPHIAKTHIECKAX PAdOT, yCTAHOBKH M MOAN(UKAIIMH TPOTPAMMHBIX CPEJICTB HAa KOMIIBIOTEpaxX
NC ycranaBnuBaeTcsi IpUKa3oM pyKoBoauTesss OpraHu3anyy.

9.15. IIpy BO3HMKHOBEHWM CHUTYyalHd, TPEOYIOUIMX MEpeJadyd TEXHUYECKHX CPEICTB B
CEPBUCHBIH LIEHTP C LEJIbI0 PEMOHTA, OTBETCTBEHHBIH 3a €€ HKCIUTyaTalHIo JOKJIAAbIBAeT 00 3TOM
OTBETCTBEHHOMY 3a 3alIUTy HWH(POpPMAaluU, KOTOPHIH B CBOIO OYepelb CBA3BIBACTCA C
COTPYAHMKAMHU OpraHa Mo aTTecTalluy U B JajbHEHIIEM IEHCTBYeT COrJacHO UX MHCTPYKIMA. B
JAHHOM clly4yae aJMUHHCTpaTop 0€30MacHOCTH 00s3aH MPEANPUHATH HEOOXOIUMBbIE MEpbI AJis
3aTUPaHUs 3alUIaeMoi HH(pOpMAIMK, KOTOpasi XpaHUJIach Ha AUCKax KOMIbloTepa. OpUruHaibl
3asBOK (JIOKyMEHTOB), Ha OCHOBAaHHWU KOTOPBIX MPOM3BOJMINCh HU3MEHEHUS B COCTaBe
IOPOTPaMMHBIX CPEJICTB KOMIIBIOTEPOB C OTMETKaMU O BHECEHWHM MW3MEHEHHH B COCTaB
IPOrPaMMHBIX CPEACTB, JIOJDKHBI XPaHUTbCS BMECTE € TexHHueckuM mnacrnopromM Ha HMC u
XKypnanom ydera HemTaTHbIX cuTyanuii IC, BeInoaHeHNs MPOPUIIaKTHIECKUX PadOT, yCTaHOBKH
U MoAM(UKAMU TPOTPAMMHBIX CpencTB Ha KommbioTepax MC y OTBETCTBEHHOTO 3a 3aIIUTY
uHbOpMaInu.

9.16. Komuu 3asiBOK MOTYT XpaHHUTHCS Y aJIMUHUCTPATOpa O€30MaCHOCTH:



— Ju1st BoccTaHoBNeHust kKoHpuryparmu VC nocie aBapuii;

— 7 KOHTPOJS TMpaBoMepHOCTH ycraHoBku Ha WC cpeactB ansg  peuieHus
COOTBETCTBYIOIIUX 33J]1a4 NP pazdope KOH(PIUKTHBIX CUTYyallni;

— JUIsl TPOBEPKU MPABUIILHOCTH YCTAHOBKHU M HACTPOMKH cpeacTB 3amuThl MC.

9.17. ®akT yHUYTOXKEHUS JAHHBIX, HAXOJUBIIUXCS HA JUCKE KOMIbIOTEpa, 0(hopMIIsIeTCs
aKTOM 3a TMOAMNKCHIO aJMHUHHCTpaTOpa OE30MacCHOCTH M COTPYJHUKAa OTBETCTBEHHOI'O 3a
sKcIuTyaTanuto gannoi MC.

9.18. C menpro CcOOMIOACHUST TPHUHIMIA TEPCOHATBHOM OTBETCTBEHHOCTH 3a CBOM
JeHCTBUSL KaKIOMY COTPYAHHUKY, JONYLIEHHOMY K paboTe Ha KoMmbloTepax KoHkpeTHoi WC,
JOJI’KHO OBITH COTOCTAaBJIEHO MEPCOHAIBHOE YHHUKAIbHOE MMl (y4eTHas 3aluCh MOJIb30BATENs),
1I0J1 KOTOPBIM OH OYZET PeruCTPUPOBATHCS U padOTaTh HAa JAHHOM KOMIIBIOTEPE.

9.19. Mcnonk30BaHNEe HECKOJIBKUMU COTPYIHUKaMU mpu padore B MC ogHOTO M TOTO *XKe
UMEHHU NOJIb30BaTENs («TPYIIIOBOTO UMEHH») 3alpPeeHO.

9.20. Ilpontenypa peructpanuu (Co3gaHUsl yYETHOM 3alMCH) TIOJNB30BATENs |
IpeoCTaBlIeHUs eMy (MM U3MEHEHHS €ro) paB JocTymna K pecypcam MC nHULIMupyeTcs 3asiBKOM
OTBETCTBEHHOT0 3a AKCIuTyaTanuio ganHon MC. @opma 3asiBKM TpUBEICHA HUXKE.

B 3asBke ykassIiBaeTcs:

— coJiepKaHUE 3alpaliuBaeMbIX M3MEHEHUU (peructparus HOBOTO moib3oBatens MC,
ylaJeHue YYETHOW 3allMCH I0JIb30BATENs, PACIIUpEHUEe WM Cy>KEHHE IOJHOMOYMH M IpaB
noctyna k pecypcam MC panee 3aperucTpupoBaHHOTO MOJIb30BATENS);

— JIOJKHOCTS (C TIOJTHBIM HAMMEHOBAHHUEM CTPYKTYPHOTO MOApa3eneHus), pamMunms, ums
U OTYECTBO COTPYIHUKA;

— UM TI0JIb30BaTes (YUYETHOH 3amucu) JaHHOTO COTPYIHUKA,;

— MOJHOMOYHS, KOTOPHIX HEOOXOIMMO JINIIUTH MOJIb30BATENs UM KOTOpbIe HE0OX0IUMO
100aBUThH MOJIB30BATENIO (ITyTEM YKa3aHHUs pelIaeMbIX Mmosb3oBaTeneM 3a1ad B MIC).

9.21. 3asBKy paccMaTpuBaeT PyKOBOAWTENb, BH3HPYS €€, yTBepXKIas TEM CaMbIM
MPOU3BOJICTBEHHYIO HEOOXOUMOCTh JIOMycKa (M3MEHEHUS MpaB 0CTyMa) JAHHOTO COTPYIHHUKA
K HEOOXOMMBIM IS PEIICHUS] UM YKa3aHHBIX B 3asiBKe 3a1a4 pecypcam MC. 3aTeM noanuceBaeTt
3a/laHue aJMHHHUCTPATOpy OE30MacHOCTH HAa BHECEHHE HEOOXOIUMBIX W3MEHEHUN B CHUCKHU
MoJIb30BaTeNei cooTBeTCcTRYOMmMMX noacuctem MC.

9.22. Ha ocHOBaHUM 33JaHUs, B COOTBETCTBUU C TOKYMEHTAIIMEH Ha CPENICTBA 3alIUTHI OT
HECaHKIMOHMPOBAHHOI'O JOCTYyMa, aJAMHHUCTPATOp O€30IacHOCTH MPOU3BOAMUT HEOOXOJUMBIE
omepanuy MO co3MaHuio (yJaJeHHI0) YYETHOW 3alHcCH TOJb30BaTeNsl, MPHUCBOCHUIO €My
HAQYaJbHOTO  3HAu€HUs maposs  (BO3MOXKHO  TaKKe€  PETUCTPALMI0  MEPCOHAIBHOIO
uaeHTu(uKaTopa), 3asBICHHBIX MpaB A0ocTyma K pecypcam MC u npyrue HeoOXo1uMble N1eUCTBUSA,
yKa3aHHble B 3aJaHud. JlIsg Bcex ImoJb30BaTelel JOKEH OBITh YCTAHOBJIEH PEXUM
MPUHYAUTEIHFHOTO 3apoca CMEHBI MapoJisi He pexke OAHOro pas3a B TeueHue 360 gHeil.

9.23.Tlocme BHECeHHMsT W3MEHEHHH B CIHCKHA IOJB30BATENe  aIMUHHCTPATOP
0e30MacHOCTH JOHKeH O00ecreYnTbh HACTPOMKM CpPEACTB 3allUThl  COOTBETCTBYIOIINE
TpeboBanusiM Oe3onacHoctu ykazanHou MC. Ilo okoHYaHWM BHECEHHUS M3MEHEHUW B CIUCKH
MOJIb30BaTENeH B 3asBKE JIeJaeTCsl OTMETKA O BBIIOJIHEHUH 33/I1aHUA 32 MOANUCHIO UCTIOTHUTENS
— aJIMHHHCTPATOP 0€301acHOCTH.

9.24. CoTpyAHMKY, 3aperHCTPHPOBAHHOMY B KadecTBe HOBOro monb3oBarens WC,
co00I1aeTcss UMs COOTBETCTBYIOILIEIO €MY I0JIb30BATENSl U MOXKET BBIJABATHCS MEPCOHAIbHBIN
uaeHtudukatop (m1st paboOThl B pEXHMME YCWICHHOW ayTeHTH(QHUKAIMH) U HavalbHOE(-bIC)
3HaueHue(-us) naposs(-eit), koTopoe(-bie) OH 00s3aH CMEHUTH MPU IEPBOM KE BXOJI€ B CUCTEMY.

9.25. McnonHeHHBIE 3asBKa W 3a/laHue (32 MOAMHMCHIO aIMUHUCTpaTOpa OE30MacCHOCTH)
NepelaloTCsl PYKOBOAUTENIO HAa XpaHEHHUE.

OHU MOTYT BITOCIIEJICTBHH UCIIOJIb30BATHCS:

— IS BOCCTAHOBJICHHUS MMOJTHOMOYHH ToJIb30BaTeel nmociue aBapuit MC;

— 711 KOHTPOJISI TPAaBOMEPHOCTH HAJIMUMs Y KOHKPETHOTO TOJIh30BaTEN MPaB JIOCTyIa K
TeM win uHeIM pecypcam MC npu pa3dope KOH(IMKTHBIX CUTYalUi;



— JUI TIPOBEPKU COTPYAHUKAMHU KOHTPOJIMPYIOIIUX OPraHOB IPABUIBHOCTH HACTPOMKHU
CPEICTB pa3rpaHuveHus 1octyna K pecypcam MC.

10. Tlopsimox KOHTpOJISI COOJIOEHUS YCIOBHW HCIIOJIB30BAHMS CPEACTB 3aIlUThI
UH(OPMALINH, B TOM YHCJIE KPUNTOTpaprueCcCKuX

10.1. Maunsiii paznen [lonoxenus onpenensieT NOPsI0K KOHTPOIIS COOTIONEHUS YCIOBHMA
UCTIOJIb30BaHUS CPE/ICTB 3aILUThI HHPOPMALIUH.

10.2. Texuuueckue cpecTBa 3aUTHl HHPOPMAIIUH SBIISIOTCS BAXKHBIM KOMIIOHEHTOM
Ob KH.

10.3. ITopsinok pabotsl ¢ Texundeckumu C3U onpeneneH B COOTBETCTBYIOIIUX
PYKOBOJICTBAaX 1O HACTPOMKe U uctoib3oBaHuto C3U 00s3aTeNbHBIX I UCTIOTHEHUS, KaK
COTPYAHUKAMHU 00padaThIBaIOIIMMH KOH(PUACHINATBEHYIO HH(POPMAIINIO, TaK U
aagmuHucTpaTopom 6e3omacHoctu UC.

10.4. ITpaBo mpoBepKHU COOMIOACHHUS YCIOBUN HCIIONB30BAHMS CPEJCTB 3aIUTHI
nH(pOpMAIK UMEIOT:

— PYKOBOJIUTEND;

— OTBETCTBEHHBIH 3a 3aILUTY UHPOPMALINY;

— aIMUHHCTpATOp 0€30MaCHOCTH.

10.5. ITomp3oBatento MC kaTeropnyecku 3amperiaeTcs:

— 0o0pabateiBaTh KOH(UAECHINATBHYIO HH(OpMAIHIO ¢ OTKII0YeHHbIMU C3U;

— MeHsATh HacTporiku C3U.

10.6. AxmunuCTpaTOpy 0€30MaCHOCTH 3ANPEIIAETCS MEHATh HACTPOMKH MPOrpaMMHO-
anmapatHeix C3U npeaycTaHOBICHHbBIE CTIEIMATMCTOM OpPraHU3aluy, UMEIOLIEH JTMIIEH3UIO Ha
NeSITeILHOCTD M0 TEXHUYECKOH 3a1uTe nHpopMmamuu, 6e3 CorliacoBaHus C 3TOW OpraHU3aIHeH.

10.7. Kpunrorpaduyeckue cpeacTa 3auiuThl HHGOOPMAIH JOKHBI UCTIONB30BaThCS B
COOTBETCTBUM C TEXHUUECKOM U SKCIUTyaTallMOHHOM TOKyMEHTalllel Ha HUX, a TAaKXKe B
COOTBETCTBUU C NPaBUIIAMH I10JIb30BAHUS UMHU.

11. HOpﬂI[OK OXpaHbI U JOIIYCKA MOCTOPOHHMUX JIMI B 3allIMIIA€MbIC IOMECIICHUS

11.1. Hacrosimee [lonoxkeHue ycraHaBIuBaeT MOPSIOK OXpaHbl (COauyd IMOJ OXPaHY)
3amuiaeMeIx nomernennii MC.

11.2. JlomxHa OBITh OpraHu3oBaHa (u3WYecKas oOXpaHa CpPEICTB BBIYHCIUTEIBHON
TEXHUKU U Hocuteneil nHpopmammu. J[ODKHBI OBITH MPETYyCMOTPEHBI: KOHTPOIb JOCTYyNa B
nomenieHuss MC  mOCTOpOHHMX — JMI,  HajJM4M€  HAJSKHBIX  MPENsATCTBUU A
HECaHKIIMOHUPOBAHHOTO MPOHUKHOBeHUs B momenieHnss WC wu XpaHunMine HOCUTeNen
UH(OpMaNnu, 0COOCHHO B HEpaboUee BPeMs.

OTBeTcTBEeHHBIN 3a oOecrieueHre 6e30macHOCTH UH(POPMAITHH TOJIKEH:

— HOJICpKUBATh B AKTyaJbHOM COCTOSIHUM CIHMCKH COTPYJIHUKOB JOIMYIIEHHBIX K
BCKPBITHUIO TIOMEIICHU, CIIUCKHU TOMYIIEHHBIX B IOMEIICHHS U CTUCKU Tolk3oBatenei VC;

— IepUOIUYECKH KOHTPOJIMPOBATh, OTCYTCTBHE B nomeiieHusax MC nui, He MMEmux
MpaBa HaXOJUTHCS B JAHHOM MOMEIICHHH;

— [epUOIUYECKU KOHTPOJIUPOBATh KOPPEKTHOCTh OPraHU3alluU JI0CTYIa B TOMEILEHUS U
XpaHWIHIa HocuTene wuHbopManuu (HaAE&KHOCTh 3aMKOB, TOPSAOK BbIIAYU  KIIOYEH
COTPYJIHUKaM U T.IL.).

11.3. BckppiTue ¥ 3aKphITHE  MOMENIEHUN  OCYIIECTBISETCS  COTPYIHHKAMHU,
paboTaIOUIMMH B JAHHBIX TOMELICHUSIX.

11.4. IIpu OTCYTCTBUU COTPYJHUKOB, OTBETCTBEHHBIX 32 BCKPBITHE (CIady MO OXPaHY)
MOMEILEHUH, TaHHbIE TIOMEIIEHHUSI MOTYT OBITh BCKPBITHI KOMUCCHEH, CO3JaHHOW Ha OCHOBAHUU
MpHKas3a, 0 YeM COCTABISIETCA aKT.



11.5. Ilpu 3akpbITUM NOMELIEHUH U cAauel UX O] OXpaHy COTPYAHUKH, OTBETCTBEHHbBIE
3a TOMEILEHUsI MPOBEPSIOT 3aKPbITHE OKOH, BBIKIIOYAIOT OCBEIEHHE, OBITOBbIE MNPUOOPHI,
OPI'TEXHHUKY M MPOBEPSIIOT MPOTHUBOIIOKAPHOE COCTOSHUE MTOMEIICHHUS, & TOKYMEHTHI 1 HOCUTEIH
uHOpMaAIMM HAa KOTOPBIX COACPKUTCA KOHGUIAEHIMATbHAS WHGOpMAIUs YyOUpArOTCs s
XpaHEeHUs B ONleYaThIBaAEMBbIN ceiid (MeTaunyeckuii mxad).

11.6. ITomemeHnne caaeTcst Mo OXpaHy CIEAYIOIUM 00pa3oM:

— 3aKpbIBaeT MNOMEIICHNUE;

— (aKT 3aKpbITHS TOMEIICHUS TOITBEPXKIAETCS OXPAaHHUKOM;

— cllaeTcs MOMEIICHHUE TTO/1 MOIMUCH C YKa3aHUEM JIaThl U BpPEMEHH CAAYH M0/ OXPaHy.

11.7. CoTpyaHuK, UMEIOIIHNI TPaBO HA BCKPHITUE MTOMEILICHUIA:

— [OJIy4aeT Ha IOCTYy OXpPaHbl KJIIOYM OT HOMelleHus moja moamnuck B JXXypHane ¢
yKa3aHHEeM JaThl U BpEMEHU;

— MpoU3BOAMT 3anmuch B JKypHaje O BCKPBITHHM NMOMELICHHUS C yKa3zaHHeM (aMuiuu u
BpPEMEHH;

— IIPOM3BOAMT IIPOBEPKY UCIPABHOCTH 3aII0POB;

— BCKPBIBAET MTOMEILICHUE.

11.8. [Ipu oOHapy’>keHHHM HapyIICHHH IEJIOCTHOCTH OTTHCKOB Ie4YaTed, MOBPEKIACHUS
3alopoOB WJIM HaJW4YUs JPYTUX MPU3HAKOB, YKA3bIBAIOIIMX Ha BO3MOXKHOE MPOHHUKHOBEHHE B
MOMEIIEHNE TOCTOPOHHUX JIUII, IIOMEIIEHHE HE BCKPBIBAETCS, & COCTABIISIETCS aKT, B IPUCYTCTBUU
oxpaHHHKa. O MPOUCIIECTBUH HEMEIJICHHO COO0IIaeTCs pyKOBOJUTEINIO U (MJIH) OTBETCTBEHHOMY
3a 3alIUTy UH()OPMAIUH.

OaHOBpEMEHHO MPUHUMAIOTCS MEPHI 0 OXpaHE MECTa MPOUCIIECTBUS M A0 MPUOBITHS
JOJKHOCTHBIX JIUIT B TOMEIICHUE HUKTO HE JOIYCKaeTCsl.

11.9. PykoBoauTenb, OTBETCTBEHHBIH 3a oOecrmedeHHe 0e30macHOCTH HWH(popManuu M
aJIMUHHUCTpATOp 0€30MacHOCTH OpraHu3yIoT npoBepky VC Ha npenMeT HeCaHKIIMOHUPOBAHHOTO
JOCTyTa K KOHQUACHIUATFHONW HH()OpMAIMK U HaTHYUe JOKYMEHTOB W MAITMHHBIX HOCHTEJCH
uHbOpMaInu.

11.10. IIpn cpabaTeiBaHUU OXpaHHOW CHUTHAIM3ALUU B CIIy’)KEOHBIX ITOMEUICHHUAX B
Hepabouee BpeMs OXPaHHUK COOOINAeT O CIYYUBIIEMCS OTBETCTBEHHOMY 3a MOMEIICHHE, WU
OTBETCTBEHHOMY 3a oOecriedeHre Oe30macHOCTH WH(GOPMANWU, WIH PyKOBOJIWUTENO, WIN
aAMHUHHCTpaTOpy Oe3omacHOCTH. [lomMelieHns BCKphIBaTh 3alpeniaeTcs.

11.11. TlomemieHusi BCKPHIBAIOTCS OTBETCTBEHHBIM 3a MOMEIICHUE, WK PYKOBOJIUTEIIEM,
WIM OTBETCTBEHHBIM 3a o0ecredeHrne 0e30MacHOCTH HH(POPMAIMH B MPUCYTCTBUU COTPYIHUKA
OXpaHbl C COCTaBJICHUEM aKTa.

Ecnu oOHapykeHO BTOp)KEHHE B 3allMIaeMoe TIOMEIIeHHe, Jajnee Npoleaypa
IPOUCXOIUT B COOTBETCTBUU C M. 11.8 HacTosiero [lonoxenus.

11.12. ITpu nepenave AexKypcTBa, €CIU MOMEIICHHE B TEUCHHUE JIHS HE BCKPBIBANIOCH, a
TaK)K€ B BBIXOJHBIC W TPA3JHUYHBIC JHU TPUHUMAIOMAS JIEKYPCTBO CMEHA ITIOCTa OXPAHBI
MpOBEpseT IENOCTHOCTh 3alOPOB HA JBEpsX € oTpakeHueM B «KypHane mpuema U cAaudu
nexyperBay u «OKypHane npuema (ciadu) HoJ OXpaHy PEKUMHBIX MMOMEIIEHUN U KIH04el oT
HUX».

11.13. B cootBercTBHM ¢ TpeOoBaHWsIMH JgaHHOTO [lojoxkeHuss mpu 00OpaboTKe
3amuiiaemor nHpopmanuu B MC HCKIIOUNTH HE KOHTPOIHpPYEMOe MpeObIBAHUE MOCTOPOHHUX
JUI B Tpenenax rpaHull KoHTpoaupyeMoil 30Hbl MC, ompeneneHHbIX COOTBETCTBYIOIIUM
MPUKA30M.

12. Pa3memnienue, cnenuajbHoe 000py10BaHUE, OXPAHA M OPraHM3alus pPe:KUMa B
NMOMelleHUsX, I/1e YCTAHOBJIEHbI KPUIITOCPEACTBA HJIU XPAHSITCH KJIIOYeBble JOKYMEHTHI K
HUM



12.1. Hacrosimee IlonokeHue ycTaHaBIMBAaeT COCTaB CIEIMAIBLHOTO OO0OpYIOBaHUS,
MOPSZIOK pPa3MEIEHUs], OXPAaHbl U OPraHM3AIMH pPeXUMa B TOMEIIECHUSIX, T/I€ YCTAHOBICHBI
KPUITOCPEICTBA WIM XPAHATCS KIIOUEBBIE JOKYMEHTBI K HUM.

12.2. Tlomemenuss oOecreynBaIOTCS MPOYHBIMU BXOAHBIMHU JIBEPBMH C 3aMKaMH,
rapaHTUPYIONUMHU HAJICKHOE 3aKpBITHE TIOMEIIEHUH B HepaOouee Bpems. OKHa TOMEIICHUH,
PaCIOJIOKEHHBIX Ha MEPBBIX WIIU MOCIEIHUX dTaXKax 3AaHMI, a TAK)Ke OKHA, HAXOSIIHUECs OKOJIO
MOKapHBIX JIECTHUII U IPYTUX MECT, OTKY/1a BO3MOKHO IPOHUKHOBEHHUE B PEKUMHbBIE TOMEIIICHHUS
MOCTOPOHHUX JIUL, 000PYAYIOTCSI OXPAaHHOM CUTHAIH3ALHEH.

12.3. Pa3menienue, crneruanibHOEe OOOpYyJIOBaHHME, OXpaHa W OpraHM3aIUs peXuMma B
MOMEIEHUSX UCKII0YaeT BO3MOKHOCTh HEKOHTPOJIMPYEMOTO MPOHUKHOBEHHUS U MPEObIBAHUS
B HUX [TIOCTOPOHHUX JIUI], a TAKXKE MPOCMOTPA MOCTOPOHHUMHU JIMIIAMU BEIYIIUXCS TaM padoT.

12.4. PexxuM oXpaHbl TMOMEIIEHWN, B TOM YHCJIE MpaBWia JOIMYCKa COTPYIHHUKOB W
nocetuTeneil B pabodyee u Hepabouee BpeMs, YCTaHABIMBAET OTBETCTBEHHBIN IMOJIH30BaTEINb
KPUIITOCPEICTB 10 COTIIACOBAHUIO, PU HEOOXOIUMOCTH, C OTIEPATOPOM, B TIOMEIIIEHUSIX KOTOPOTO
YCTaHOBJIEHBl KPUIITOCPEICTBA WM XPAHSITCS KIIOYEBBIE JOKYMEHTHl K HUM. YCTaHOBJIECHHBIN
PEKUM OXpaHbl MPEAyCMaTpPUBACT MEPHOJUYECKHI KOHTPOJIb 32 COCTOSHUEM TEXHUYECKHX
CPEIICTB OXPAHBI, €CITU TAKOBBIE UMEIOTCSI.

12.5. JIgepu crienmnoMenieHui IMOCTOSTHHO 3aKPBIThI HAa 3aMOK M MOTYT OTKPBIBAThHCS
TOJIBKO I CAHKIIMOHUPOBAHHOTO MPOXO0Ja COTPYAHHUKOB U mocetutesneil. Kiroun oT BXOAHBIX
JIBEpEe HYMEPYIOT, YYWUTHIBAIOT U BBIIAIOT COTPYIHHKAM, HMEIOINIMM TPaBO JAOMyCKa B
MOMEILEHUS, MO/l PACIUCKy B KypHasle ydeTa XpaHwiuil. JlyOnukarbl Kitoued OT BXOJHBIX
JIBEpel TakMX NOMEIIEHUH MOJDKHBI XpaHUThCA B celide omepaTopa WIM OTBETCTBEHHOTO
MOJIL30BATENsI KPUIITOCPEICTBAMH.

12.6. Jlna npenoTBpaiieHus MPOCMOTpa U3BHE TIOMEIICHHUM, UX OKHA 3alUIIAI0TCS.

12.7. TlomemieHus, OKHa KOTOPBIX PACIOIOKEHBI Ha TMEPBBIX WM MOCIEAHHX dTakKax
3MaHU{, a TaK)Ke OKHA, HAXOMSIIUECS OKOJIO IMOXKAPHBIX JIECTHUIl M JIPYTUX MECT, OTKy/a
BO3MO>KHO NIPOHUKHOBEHHE B PEKUMHbBIE ITOMEIICHHSI TOCTOPOHHUX JIMII, OCHAIIAIOTCSI OXpaHHOU
CUTHANU3alluel, CBSI3aHHOW cO Ciy>k00i OXpaHbl 3[aHUA WM JIEKYPHBIM IO OpTraHU3aIINU.
HcmpaBHOCTh CHTHANMM3AIMHA TEPUOJAMYECKUA TPOBEPSETCS OTBETCTBEHHBIM TOJH30BATEIIEM
KPUITOCPEICTB COBMECTHO C MPEACTABUTEIEM CITY>KObI OXpaHbI HIIU I€KYPHBIM 10 OpraHUu3aluu
C OTMETKOHM B COOTBETCTBYIOILIUX KypHAIaX.

12.8. lns XpaHEHUs KIIOYEBBIX [JOKYMEHTOB, SKCIUTyaTallUOHHOM M TEXHHUYECKOM
JOKYMEHTAIlUU, WHCTATUPYIOUINX KPUITOCPEICTBA HOCUTENEH MPEAyCMOTPEHO HEOOXOIMMOe
YHUCIIO HAJCKHBIX METATUYECKUX XPAHUIIUI, 000PYJOBAHHBIX BHYTPEHHUMH 3aMKaMHU C IBYMs
IK3EMILUISIpaMH KJIIOUYeld U KOJOBBIMH 3aMKaM{ WJIH TMPHUCTOCOOICHUSIMH IJIsl ONeYaThIBaHUS
3aMOYHBIX CKBaXUH. OJMH 5K3eMIUISp KJII04Ya OT XPAaHWUJIMINA HAXOIUTCS y COTPYJIHHUKA,
OTBETCTBEHHOTO 3a XpaHuiuiie. /ly0nuKkaThl KIF0UYeil OT XpaHUIUII COTPYAHUKHU XPaHT B ceide
OTBETCTBEHHOTO  IOJIb30BATENsl  KpunrocpencTB. JlyOnukar Kio4a OT — XpaHWIHINA
OTBETCTBEHHOT'O II0JIb30BaTEsl KPUNTOCPEICTB B ONEYAaTAHHOM YIaKOBKE IepelaeTcs Ha
XpaHEHHUe OIepaTopy MoJl PACIUCKY B COOTBETCTBYIOIIEM KypHAJIE.

12.9. Tlo oxoHuaHuu paboyero AHs MOMENICHHE W yCTAHOBJICHHBIE B HEM XpaHWIUIIA
3aKpbIBAIOTCS, XpaHWIUIIA onedaTbiBatoTcs. Haxonsiuecs B m0Ib30BaHUM KITIOUU OT XPaHUIIHIILL
JOJIKHBI CAAOTCS TIOJ] PACTIUCKY B COOTBETCTBYIOIIEM JKypHAJIe OTBETCTBEHHOMY I0JIb30BATEIIO
KPUNITOCPE/ICTB MU YIOJTHOMOYECHHOMY (I€KYPHOMY), KOTOPBIE XPAHST 3TH KIIOYU B JTUYHOM
WIH CTICIUAIBHO BBIJICIICHHOM XPaHUWIUIIIE.

Kittoun oT pexXMHBIX TOMEIICHH, a TAaK)Ke KIF0Y OT XPAHUJIUINA, B KOTOPOM HaXOASTCS
KITFOYHM OT BCEX APYTUX XPAHWIHIL PEKUMHOTO MOMEIICHHSI, B OTICYaTAHHOM BHUE CHAOTCS MO
pPacmuCcKy B COOTBETCTBYIOIIEM >KypHajie CIy>KObl OXpaHbl WU ACKYPHOMY IO OpraHH3aluu
OJIHOBPEMEHHO C Iepeaaueit moja oxpaHy caMux nomemneHuil. Iledatu, npeaHa3HaueHHBbIC AT
OTICUAThIBAHUS XPAHWIUIL, HAXOISITCS y TIOJIB30BATENCH KPUITOCPEICTB, OTBETCTBEHHBIX 32 3TU
XpaHWJIHILA.



12.10. ITpu yTpate Kiro4a OT XpaHWIHIIA WIH OT BXOJHOW JIBEpU B MOMEIICHHE 3aMOK
3aMEHSETCH.

12.11. Tlomemmenusi, HAXOIANIUECS B HUX OTICYaTaHHBIC XPAHUIIHIIA, MOTYT OBITh BCKPBITHI
TOJILKO TOJIb30BATENSIMU KPUIITOCPEACTB, OTBETCTBEHHBIM IMOJIH30BATENIEM KPUIITOCPEACTB HIIU
OTIEPATOPOM.

[Ipn oOHapyXeHUH NPU3HAKOB, YKA3bIBAIOIIMX Ha BO3MOXHOE HECAHKIIMOHUPOBAHHOE
MPOHUKHOBEHUE B OSTU MOMEIIECHUS WM XPAHWIHINA MOCTOPOHHUX IHIl, O CIy4YHUBIIEMCS
HEMEJUICHHO COOOIAeTCs OTBETCTBEHHOMY IIOJIb30BATEII0 KPHUIITOCPEACTB WM OIEpaTopy.
[TpuObIBIIMIT OTBETCTBEHHBIM TMOJB30BATENb KPUNTOCPEICTB OLEHUBAET BO3MOXHOCTH
KOMITPOMETAITMH XPAHSIINXCS KIIOUEBBIX U JPYTUX JOKYMEHTOB, COCTABIISET aKT U MPUHUMAET,
IpU HE0OXOAUMOCTH, MEPHI K JIOKATU3ALUU MOCTIEICTBUI KOMIPOMETANN KOH(PHICHIIHATbHBIX
JAHHBIX U K 3aMEHE CKOMIIPOMETHUPOBAHHBIX KPUITOKIIIOUYEH.

12.12. Texuuyeckoe  oOcmykuBaHue  oOOpyAOBaHUA,  (YHKIMOHUPYIOIIETO  C
KPUIITOCPEICTBAMH, M CMEHa KPUIITOKIIOYEH OCYLIECTBISIOTCS B OTCYTCTBHE JIUI], HE
JIOTIYIIEHHBIX K paboTe ¢ JaHHBIMU KPUIITOCPEICTBAMHU.

Ha Bpemsi oTcyTcTBUSI MOJBb30BaTeNel KPUMNTOCPEACTB yKazaHHOE OOOpYJOBaHUE, IMPH
HAJIMYUU TEXHUYECKOM BO3MOXKHOCTH, BBIKJIIOUEHO, OTKIIOYEHO OT JIMHUU CBA3M M YOpaHO B
OTIeYaThIBAEMbIE XPAHHUIIUIIIA.

13. Tlopsimok cTUpaHus 3amUIIAeMOil MH(OPMANUM U YHUYTOKEHUS] HOCHUTeJeH
3aluIaeMo HH(POPMALUU

13.1. B 06s13aTeIbHOM MOPSAKE YHUUTOKEHHUIO MOJIeKAT MTOBPEXKICHHBIE, BRIBOAUMBIC U3
9KCIUTyaTalluyl HOCHUTEIH, COJEpKAIINEe 3allIMIIaeMyI0 HH(GOpMAIHIO, UCIIOIb30BaHNE KOTOPBIX
He mpefnoiaraercs B JanpHeimem. CTUpaHUIO MOJIeKaT HOCUTEIH, COJIEpKAIUE 3aLTUIAEMYIO
nH(popMannio, KOTOpbIE BRIBOAATCA 13 dKCcIuTyaTanuu B coctase MC. He nomyckaercst ctupanue
HEHCIIPaBHBIX HOCHUTEJEH M mepeiaya UX B CEPBHCHBIA LIEHTpP A peMOHTa. Takue HOCUTENH
JIOJDKHBI YHUYTOXKAThCS B COOTBETCTBHU C HACTOSIIIMM TTOPSIKOM.

13.2. Ctupanue 10IKHO MPOU3BOJUTHCS 110 TEXHOJIOTHH, IPETyCMOTPEHHOM /ISl TaHHOTO
THIa HOCHUTENS, C MPHUMCHEHHEM CepTUGHUINPOBAHHBIX CPEACTB TapaHTUPOBAHHOTO
YHUUYTOXKEHHUSI HHPOPMALIUH (JIOITyCKaeTCs 3aeiCTBOBAaTh MEXaHU3MbI 3aTHUPAHUs BCTPOCHHBIC B
cepTUhHUIIMPOBAHHBIC CPEJICTBA 3AIUTH HH(GOPMAITUH).

13.3. YHHUTOXKEHHE HOCUTENCH MPOU3BOAUTCS IMyTeM HAHECEHUS UM HEYyCTPaHHUMOTO
(GU3MYECKOT0 TMOBPEKACHUS, HCKIIOYAIONIETO BO3MOKHOCTh WX HCIIONB30BAHUSA, a TaKKe
BOCCTaHOBJICHUS UH(pOpMAIMHK (TIEpe]] YHUUTOKEHUEM, €CITM HOCUTENb HCIIPABEH, JJOJKHO OBITh
IPOM3BEJICHO TapaHTHPOBaHWE CTHpaHWE WHpOpManmuu Ha HocuTene). HemocperncTBeHHbIE
JEHCTBUSL 10 YHUYTOXKEHHIO KOHKPETHOTO THIA HOCHUTENS JOJDKHBI OBITh JOCTATOYHBI JUIS
MCKITIOYEHUS] BO3MOKHOCTH BOCCTaHOBIJICHHS HH(OpMAIHy.

13.4. BymaxkHble U IpOYKE CropaeMble HOCUTENN (KOHBEPTHI C HEHCIIONB3yEeMBIMH OoJiee
HapOJIsIMU) YHUYTOXKAIOT ITyTEM CXKUTAHUS WM C TIOMOIIBIO JTFOOBIX OyMarope3aTesbHbIX MAIIHH.

13.5. Tlo ¢axTy yHHUTOKEHHS WK CTUPAHUS HOCUTENIEH COCTABISIETCS aKT, B )KypHaJIax
ydeTa JIENaloTCsl COOTBETCTBYIOIIHE 3aITUCH.

13.6. IIponierypsl CTHpaHUS ¥ YHHUUTOXKEHUS OCYLIECTBIISIOTCS KOMHUCCHEH, B KOTOPYIO
BXOZSIT: OTBETCTBEHHBIN 3a dKkciuryaTanuto VC, OTBETCTBEHHBIM 3a 3alIUTy HH(OpPMAIHH,
aJIMUHHCTpATOp 0€301MacHOCTH.

14. Ilopsinok nepeaayu U XpaHeHUs1 KOHQPUICHIMATbHOH MH(OPMALMHT

14.1. Tlpu nepenauye KoH(puUACHUMAIbHOW HHpOpMauuu rpaxaaH OnepaTop IOKEH
co0JII01aTh CIEAYIONINE TPEOOBAHUS:

14.1.1. He coo0miathe KoHUACHIMATbHBIC JTaHHBIE TPEThEH CTOpPOHE 0€3 MHUCHbMEHHOTO
coriacusi TPaKIaHWHA, 33 HWCKIIOYCHHEM CIydaeB, KOTJa 3TO HEOOXOAMMO B IENSIX



peIyIpPexJACHUS YTPO3bl )KU3HU U 3I0POBbI0 PaOOTHHUKA, a TAKXKE B CIIyYasiX, YCTAHOBIIEHHBIX
benepabHBIM 3aKOHOM.

14.1.2. He coo0math KOH(UICHINATLHBIC JAHHBIE TPAKIAHIHA B KOMMEPUYECKUX LEISIX
0e3 ero muchbMeHHOTO coryiacusi. O0padoTka KOH(MUIESHIINATBHBIX JaHHBIX TPaKIaHUHA B IIEIISIX
MPOJBMKCHHUST TOBAPOB, PabOT, YCIYr HA PHIHKE MyTEM OCYIIESCTBICHHUS NPSIMBIX KOHTAKTOB C
MOTCHITHAIBHBIM TOTPEOUTENIEM C TOMOIIBIO CPEACTB CBS3M JIOMYCKAETCS TOJIBKO C €ro
MPEIBAPUTEILHOTO COTJIACHSI.

14.1.3. Tlpenynpenuts JuIl, MOJTYYUBIINX KOH(GUIEHIIMAIbHBIC NAaHHbIE TPakIaHWHA, O
TOM, YTO 3TH JaHHBIE MOTYT OBITh UCTIOIH30BAHBI JIUIIE B IEIISX, ISl KOTOPBIX OHU COOOIICHBI, U
TpeOOBaTh OT ATUX JIUIT TOATBEPKICHUS TOTO, YTO ITO MPABUIIO cOOMoAeHO. JIuma, moayduBIme
KOH(HICHIIMATIbHbIE JTaHHBIE, 00s3aHbI COOMI0AaTh pekuM KoH(puaeHuuanbHocTu. C JaHHBIMU
munamu Onepatop noanuckiBaeT CorjaneHue o KOHPUACHIIMATBHOCTH.

Hannoe IlonmokeHue He pacmpocTpaHsieTcs Ha 0OMeH KOH(UACHIIMATbHBIMUA JaHHBIMU
TpaXJlaH B MOPSAKE, YCTAHOBICHHOM (he/IepaIbHBIMUA 3aKOHAMMU.

14.1.4. OcymiecTBisATh Tiepenady KOH(PUACHIMATBHBIX AHHBIX TPaXIaH B Ipeaenax
OpraHuzanyu B COOTBETCTBUU € HAacTOAIUM [lonoxkenuem.

14.1.5. Pa3pemaTth 10CTYN K KOH(PHUIACHIIMAIBHBIM JaHHBIM I'PaXKJIaH TOJBKO CHEIMAIbHO
YIIOJITHOMOYEHHBIM JIMIAM, IPY 3TOM yKa3aHHBIC JIUIA TIOJDKHBI HIMETh IMPABO MOJyYaTh TOIBKO TE€
KOH(UICHIIMATBHBIC TAHHBIC, KOTOPHIE HEOOXOMMBI UM JIJIsl BEITIOJTHEHHSI KOHKPETHON (DYHKIIUU.

14.1.6. IlepenaBath KOH(MUICHIHUAIBHBIE JaHHBIE TPaXAaH HMX MPEICTABUTEISAM B
MOPsIIKE, YCTAaHOBIEHHOM 3aKOHOJATENbCTBOM Poccuiickonn denepanuu, U OrpaHUYUBATH 3TY
nH(OpPMAIIMIO TOJBKO TEeMH KOH(MHICHIMAIBHBIE JTaHHBIMH, KOTOpPbIE HEOOXOIUMBI IS
BBITIOJTHEHHSI YKA3aHHBIMU TPEJICTABUTENSAMHU UX (DYHKIIUU.

14.2. XpaHeHnue u UCoJib30BaHNE KOH(DHUICHIIMAIBHBIX JIAHHBIX TPak/IaH:

14.2.1. KonpuaeHnuanbHble JaHHBIE TpaXXIaH o0O0padaTBIBAIOTCS M XpaHATCS B
noapazaenenusx MbBOY J10 JHOCII «Camroty .

14.2.2. KonduaeHuuanbHple JaHHBIE TPaKAaH MOTYT OBITh MOJYYEHBI, MPOXOAUTH
TATBHEUITYI0 00pa0dO0TKy M IMepeaaBaThcs Ha XpaHCHHE, KaK Ha OYMa)KHBIX HOCUTEIISAX, TaK U B
JIEKTPOHHOM BHUJIE.

14.3. I1pu noxy4eHnn KOH(QUACHIUATBHBIX JAHHBIX HE OT IPayKIaHnHA (32 HCKITIOYCHUEM
ClIy4aeB, ecIi KOH(HIeHIIMANTbHbBIE TaHHbIe ObLTH MPEOCTaBICHBI HA OCHOBAHUU (eepaTbHOTO
3aKOHA WJIM €CIIi KOH(UICHIMAIBHBIC JaHHBIC SBISIOTCS 00ImenoctymapiMu) Omepatop 10
Havana oOpabOTKM TakuX KOH(GUICHIMAIBHBIX AHHBIX 00s3aH MPEAOCTaBUTH TPAKIAHHHY
CIIeTYIOIIY 0 HH(OPMAITHIO:

— HaMeHoBaHue ((pamMuIus, UMs, OTIECTBO) U aJpec orepaTopa Uiu ero MpeACTaBUTES;

— 1eb 00paboTKH KOHPUIEHIIMATBHBIX JaHHBIX U €€ TPAaBOBOE OCHOBAHUE;

— IpeanoiaraeMble Moab30BaTeNu KOHPUACHIIMATBHBIX TaHHBIX;

— ycraHoBiieHHble DenepanbHbiM 3akoHOM Poccuiickoit ®expepanun ot 27.07.2006
Ne 152-@3 «O nepcoHanbHBIX TaHHBIX» MpaBa CyObEKTa MEPCOHANBHBIX JaHHBIX.

15. [lopsinok B3auMoaelicTBUS ¢ HHPOPMAUMOHHBIMH CETAMH 001Eer0 MOJIb30BAHUS

15.1. Jlanuplii  mopsAok  ompeneneH, wucxoas u3  TpeboBanuit P/ «Cpencra
BBIUMCIUTEIbHON TEXHUKU. MeKceTeBble SKpaHbl. 3aluTa OT HECAHKIIMOHUPOBAHHOI'O JIOCTYyIIa
kK uHpopmanuu. [lokazarenu 3alIMIICHHOCTH OT HECAaHKIMOHMPOBAHHOTO JOCTyHa K
UHPOPMALIUN, HACTOSIIETO JOKYMEHTA, a TaKXKe CIEAYIONIMX OCHOBHBIX yrpo3 0€30macHOCTH
uH(GOpMallMK, BO3HHUKAIONIMX TPU B3aUMOACUCTBHM C HMH(DOPMAIMOHHBIMH CETSIMHU OOILEro
nosib3oBanus (Hanee — Cern):

— HECAaHKIIMOHUPOBAHHOTO JIOCTyMa K MH(OpMaIUY, XpaHsiehcs u oopadbaTeiBaeMOi BO
BHyTpeHHux JIBC (cepBepax, pabounx cTaHIMsX) Wik Ha aBTOHOMHBIX [I9BM, kak u3 Cereil, Tak
u u3 BHyTpeHHux JIBC;



— HECAaHKIIMOHUPOBAHHOTO  JIOCTyma K  KOMMYHHKAllMOHHOMY  OOOpYZOBaHUIO
(MapmIpyTH3aTOpy, KOHIIEHTPATOpy, MOCTY, MYJBTHIUIEKCOPY, cepBepy, Web/Proxy cepsepy),
coeaunstomieMy BuyTpennue JIBC opranuzanuu ¢ Cetsimu;

— HECAaHKIIMOHUPOBAHHOTO JIOCTyIa K JaHHBIM (COOOIICHUSIM), MEpEeAaBaeMbIM MEKIY
BHyTpeHHuME JIBC u CeTsimu, BKIIOYAst X MOIUGPUKALINIO, UMUTAINIO M YHUYTOXKCHHUE;

— 3apakKeHUs IPOrPaMMHOT0 00ecreYeHNsT KOMITbIOTEPHBIMU «BUpycaMu» u3 CeTu, Kak
MIOCPEJICTBOM IPHEMa «3apaXCHHbIX» (ailnoB, Tak M mocpeactsoM E-mail, anmiueToB s3bika
JAVA u o6nextoB ActiveX Control;

- BHEIPEHMSI TPOrPaMMHBIX 3aKJIaI0K ¢ 1eibto nomyuenuss HCJI k uadopmanuu, a Taxke
ne3opranu3anuu padotsl BHyTpeHHen JIBC u ee Bzanmonetictus ¢ CeTsamu,

- HECAHKIIMOHMPOBAHHOW Tepefayd 3aluinaeMoi KOH(PUICHIMATbHON HH(pOopMauu
JIBC B CeTtp;

— BO3MOXXHOCTH TiepexBata uHpopmanuu BHyTpeHHedl JIBC 3a cuer moOoYHBIX
JJIEKTPOMAarHUTHBIX  M3Iy4YeHHWHM W  HABOJOK OT OCHOBHBIX TEXHHUYECKHX  CpEICTB,
00pabaThIBAIOIIMX TAKyI0 HH(pOpMAIHIO.

15.2. [loaxmouenne k CeTu aOOHEHTCKOTO ITyHKTAa OCYIIECTBISCTCS 10 PEIICHUIO
PYKOBOJUTEIISI OPTaHU3AI[MH HA OCHOBAHUH COOTBETCTBYIOIIETO 00OCHOBAHMUS.

15.3. O6ocHoBanue HeoOxoaumocTu moakIroueHuss All k CeTn JOMKHO COaEPKaTh:

— HauMeHoBaHue CeTH, K KOTOPOHW OCYIIECTBISIETCS NOJAKIOYEHHE, U PEKBU3UTHI
opranuzanuu-siaaensia Ceru u nposaiiaepa Certu;

— COCTaB TEXHUYECKUX CpelCTB i obopynoBanus All;

— mpearnoiaraeMble BUABI padOT M MCIOb3yeMble mpukiaaabie cepsuckl Cetn (E-Mail,
FTP, TelNet, HTTP u T.1.) ais AIl B 1ie1oM | TSt Kask10r0 abOHEHTa, B YaCTHOCTH,

— pexxum noakroueHust Al m aboneHToB Kk CeTu (IMMOCTOSIHHBIN, B T.4. KPYTJIOCYTOYHBIH,
BPEMEHHBIN);

—COCTaB OOIIETO M TEJIEKOMMYHHMKAIIMOHHOTO MporpaMMmHoro obOecmeuenus All u
abonenToB (OC, KITUEHTCKUE MPUKIIAIHBIE IPOTPAMMBI JUIs ceTu - Browsers u T.11.);

—4YHUCIO U TMEpeueHb MpeirnojaraéMblx aOOHEHTOB (JIMama3oH HCIHOJb3yeMbIXx [P-
aZipecoB);

— Mepbl 1 cpenctBa 3amuTsl nHPopMmaruu ot HCJI, kotopeie OynyT npumeHnsThes Ha Al
OpraHHU3aIUsI-U3TOTOBUTENb, CBEACHHUS O CePTH(HUKAIINH, YCTAHOBILUK, KOH(DUTYypalus, IpaBuiia
paboThI C HUMHU;

— IepeyeHb CBEJCHUHN KOHPUACHIIMATBFHOTO XapakTepa, 00padaThiBaeMbIX (XpaHUMBIX) Ha
All, noanexamux nepenade u noixydaemoix u3 Ceru.

15.4. Tlogxmouenne k Cetu All, mpenctaBnsromux coOol BHYTpEHHHUE (JIOKAJIbHBIC)
BBIYUCIIUTENIFHBIE CETH, Ha KOTOpPbIX oOpalaTpiBacTcs HH(MOpMAIys, HE pas3pelieHHas K
OTKpPBITOMY OMYOJIMKOBAHUIO, pa3pelaeTcs TONbKO mocjie ycTaHOBKUA Ha All cpencTs 3amuThl
uHpopmanuu ot HCJI.

15.5. Tloaxmrouenne JIBC npennpusitus (yupexnenus) k CeTu JOIKHO OCYIIECTBISATHCS
yepe3 cpeicTBa pasrpanndeHus gocryna B Bune MD (Firewall, bpanamayap). He momyckaercs
nonkmtoueHue JIBC k Ceru B 00xoq MD. M3 nomxHbI ObITh cCepTUPHUIIMPOBAHBI 10 TPEOOBAHUIM
0e30MmacHOCTH HH(OPMALINH.

15.6. loctyn k M3, k cpeactBam ero KOH(UTypupOBaHUS IOHKEH OCYIIECTBISATHCS
TOJIbKO AIMUHUCTpaTOpoM Oe3onacHocTy. CpeicTBa yIaleHHOT 0 yrpaBiaeHust MO noKHbI ObITh
UCKJTIOYECHBI U3 KOHPUTYpALIHH.

15.7. Ha texumyeckux cpeactBax All mommkHO HAXOIUTHCA MPOTPaMMHOE OOECTieYeHUE
TOJIBKO B TOM KOH(UTypallH, KOTOpas HeoOXOAWMa [UIsl BBIOJHEHUs paboT, 3asBICHHBIX B
obocHoBannn HeoOxomumoctn nonkmoueHuss AIl xk  Cerm  (oOOCHOBaHHME  MOXKET
KOPPEKTUPOBATHCSA B YCTAHOBJICHHOM B OPTaHM3AIINH MOPSIIIKE).

15.8. YcTaHOBKY MpOrpaMMHOTO OO€CIieUeHus, 00eCTIeYMBAIOIIETO (HYHKIIMOHHPOBAHNE
All, 1omKeH BBIMOMHITH TOJIBKO AJIMUHUCTPATOP O€30MaCHOCTH.



15.9. YcranaBnuBaeMble MEXKCETEBBIE OKpaHbl JOJDKHBI COOTBETCTBOBATH  KIIACCY
samumaemoro AlIl (AC) um orBeuats TpeboBanusim PJ[ DPCTOK Poccum «Cpencrtra
BBIUHCIIUTEIbHON TEXHUKU. MeKCeTeBbIe 3KPaHbl. 3alluTa OT HECAHKIIMOHUPOBAHHOI'O JIOCTYIIA
Kk uHpopmanuu. [lokazarenu 3alMIIEHHOCTH OT HECAaHKUMOHMPOBAHHOIO JOCTyHa K
UHPOPMALIUNY.

15.10. C3U HC]JI, ycranaBnuBaemas Ha aBTOHOMHYI0 [IDBM, pabGouwme cranimu u
cepBepbl BHyTpeHHeil JIBC mnpeanpusitus mnpu o0OpaboTke Ha HUX KOH(UACHIUAIBLHOU
uH(bOpMalnK, T0JKHA OCYIIECTBIATh:

— UISHTU(UKALMIO U ayTeHTU(UKALUIO MOJb30BATENCH IMPH OOCTyNEe K aBTOHOMHOMN
[19BM, pabouum ctaniusM u cepepam BHyTpeHHEH JIBC o uaeHTHhUKATOPY U MapoIio;

— KOHTpPOJIb JIOCTyIa K pecypcam aBToHOMHON [IDBM, paGouux craHmMid U CepBEpOB
BHyTpeHHel JIBC Ha 0OCHOBE THCKPEIMOHHOTO TPUHIINIIA;

— pEeTrUCTpaIIo A0CTyNa K pecypcaM aBToHOMHOI [I9BM, pabounx ctaHuui U cepBEpOB
BHyTpeHnHel JIBC, Bkmtouas nonbitku HCJL;

— peructpanuio (akToB OTIIPABKHU U MOITyYCHHSI a0OHEHTOM COOOIIeHHUI ((ailyioB, miuceM,
JIOKyMEHTOB).

ITpu stom C3U ot HC/] nomkHa 3anperats 3amyck aDOHEHTOM ITPOU3BOJIBHBIX IIPOTPAMM,
HE BKJIFOYCHHBIX B COCTaB IIporpaMmmHoro obdecrieuenus All.

Monuduxarms konduryparuu nporpammaoro obecnedenust Al gomkHa OBITH TOCTYITHA
TOJIBKO CO CTOPOHBI AJIMHUHHUCTpATOpa 0€301MacHOCTH.

CpencTBa perucTpalid M pEerHCTpUPYEMbIe JaHHBIC JTOJKHBI OBITH HEJAOCTYIHBI IS
aboHeHTa.

C3U or HC/| nomxkHa OBITH LETOCTHOM, T.€. 3aIIMIICHHONW OT HECAHKIIMOHUPOBAHHOMN
Moau(UKaIMK U HE coieprKallel myTei 00Xo/1a MEXaHU3MOB KOHTPOJISL.

TectupoBanue Bcex ¢yakimii C3U ot HCJ] ¢ moMompi0 CHerUaibHbIX MPOTPAMMHBIX
CPEJICTB JOJKHO MPOBOJUTCS HE PEXKE OJHOIO pas3a B roJl.

15.11. B mensix KOHTpoJs 3a MPaBOMEPHOCThIO ucmoib3oBaHusi All u BbIIBICHHS
HapyIIeHNH TpeOOBaHUH 10 3amuTe HHPOPMAIIHN:

— OCYIIECTBIAThH aHaNu3 npuHuMaemont u3z Cetu u nepenaBaemoit B Cetb nHdopmanuu, B
TOM YHCJI€ HAa HAJINYUE «BUPYCOBY;

— IIPOBOJIUTH TIOCTOSIHHBIM KOHTpOJIb WHpoOpMaiuu, nomemaemoir Ha Web-cepBepsl
MPEATPUSITHSL.

15.12. AGonentsl CeTH 00s13aHBI:

— 3HaTh NOPSAOK PETUCTPALMU U B3auMoaeicTus B Cetu;

— 3HaTh MHCTPYKIUIO N0 obecneyeHuto O6e3onacHoctu nHpopmanuu Ha All,

—3HaTh TmpaBwiaa paboTel co cpeactBamMu  3ammThl  mHpopmammmu ot HC/I,
yctanoBineHHbIMU Ha ATl (cepBepax, pabounx cranuusx All);

-—yMETb I10JIb30BATHCS CPEACTBAMU AHTUBUPYCHOM 3aIllUTHI;

—mnocne okoH4YaHuss paboTel B CeTH MpOBEpUTH CBOE pabodee MECTO Ha HaIU4due
«BUPYCOBY.

15.13. Bxoasmme u wucxonsue coodOmeHus (Qailnpl, MOKyMEHTBI), a TakKke
ucronb3yemMbpie Tpu pabore B CeTn HOCUTENH WHGOPMAIMHM YYUTHIBAIOTCS B JKypHallaxX
JIEIIONPOU3BOCTBA.

15.14. Tlpu pabote B CeTu KaTeropuuecky 3amnperiaeTcs:

- IO/IKJII0YATh TEXHUYECKHE CPENICTBA (CepBephl, paboune CTaHIIUU), UMEIOIIUE BBIXO] B
Cerb, K JpyTMM TEXHHYECKHM CpEICTBaM (CETsIM), HE ONpEACICHHBIM B O0OOCHOBaHHHU
nonkmtoueHus k Cery;

— U3MEHATh COCTaB W KOH(HTYpaIHMIO MPOTPAaMMHBIX M TeXHHYeCKHx cpenctB All 6e3
CaHKILMU aJIMUHHUCTPATOPA U aTTECTAllMOHHONH KOMHUCCHH,

— IPOM3BOAMTDH OTIPABKY JaHHBIX 0€3 COOTBETCTBYIOIIETO pa3peIleHus;

— UCTIOJBb30BaTh 3apEeTUCTPUPOBAHHBIE HOCHUTENU HH(OpMAIMK Ha paboyux MecTax
JIPYTUX CUCTEM (B TOM 4Hclie U aBTOHOMHBIX [IDBM) 0€3 cooTBETCTBYIOLIEH CAHKITUH.



15.15. KoHTposb 3a BBINOJIHEHHEM MEPONPUATHHA IO 0OecreueHHIo Oe30MacHOCTH
nadpopmanuun Ha AIl Bo3maraercs Ha AJMUHHCTpaTOpa OE€30MACHOCTH, PYKOBOJMTENEH
COOTBETCTBYIOIIUX MOAPA3AEICHUM, ONPEEICHHBIX IPUKA30M 10 OPTaHU3aLINN.

16. 3aka04YuTeIbLHBbIC MOJ0KECHHUS.

16.1. TpeboBanust Hactosmiero IlomoskeHuss 00s3aTeNbHBI ISl BCEX COTPYIHUKOB
oOpabaTeiBarouX KOHGUIECHIINATLHYIO HH(DOPMAITHIO.

16.2. Hapymienne TpeOoBanuii  Hactosimero [lomoskeHust  BiuedeT 3a  coOoi
JTUCIUIIMHAPHY O, rpa)x1aHCKO-TIPABOBYIO, aIMMUHUCTPATUBHYIO  WJIM  YTOJOBHYIO
OTBETCTBEHHOCTh B COOTBETCTBUU C 3aKOHOAATENbCTBOM Poccuiickoin denepanumu.



[Tpunoxxenue 2
K [Ipuxazy Nel23-¢
ot «14» aprycra 2018r.

Tunosas Gpopma
paspenieHus (I0MycKa) Ha aBBTOMAaTU3UPOBAHHYIO 00paboTKy MHpOopMaIuu

I'pud cexperHoCcTH
Ok3. N

YTBEPXIAIO
PykxoBoauTenb CTPYKTYPHOTO MOAPa3ACICHHS,
OTBETCTBEHHOTO 32 IKCILTyaTaIHI0
o0bekTa HHpOpMAaTH3AITUN

/ /

« » 20 T

PASPEHIEHHUE Ne
Ha aBTOMAaTHU3HPOBAaHHYIO 00paboTKy nH(pOopMaIuu (IPOU3BOICTBO PACUETOB, pa3paboTKy
3a1a4M (rpynmnsl 3a7a4)

1. HammenoBaHue paboOTHI:
2. OcHOBaHHME 151 BBITOJTHEHHUS, 11€ITh, U Ha3HAUCHHE PaOOTHI:

3. 3aka3pIBaroliee moapasaeicHue (OTaeIeHNe, OTACI, CIIyX0a):

4. Gamunust 1 MTHUIMAIBI UCTIOJIHUTENS (MCTIOJTHUTENEH )

5. [leprognuHOCTh NpOBEIEHNUS (CPOKHU BBIMOIHEHUS) Pa0OT:

6. Bunpl koH(ueHIManbHOW WHGOpMAIMK, KOHTPOJBHBIX pacredatok (B TOM 4HCIE
POMEKYTOUHBIX PE3yJbTAaTOB pEIIEHUs 3ajay):

7. MecTo M CpOKM XpaHEHHs, YUETHbIE HOMEpa HOCUTelel WHpopMaluu, 3a1eiiCTBOBAaHHBIX B
o0OpaboTke uHbopMaIuu, MOJIb30BaTEIN uHpopManuen u HOCHUTETISIMU
UHPOpPMALINH:

8. HamMeHOBaHME M KOJIMYECTBO IK3EMIUIIPOB (POPMHUPYEMBIX BBIXOJHBIX JTOKYMEHTOB, CTETICHb
ux CEKpETHOCTH, KOMY IIPEIOCTABIIAIOTCS BBIXO/IHbIE
JIOKYMEHTHI:
Jpyrue TpeOoBaHUs U yKa3aHUS:

(Hara, noanuce, GaMUIHs 1 MHULMAIBI HCIIOJTHUTEIIS)

COI''TACOBAHO
PykoBoauTens nmoapazaencHus
10 3aIuTe HHPOPMAIUH
(obecriedenus 6e30macHOCTH HH(DOPMAITUH)
/
«_» 20 T




[Tpunoxenune 3
K [Ipuxazy Nel23-¢
ot «14» aprycra 2018r.

Tunosas popma xypHana npuema-riepenadu CBT u yuera BpemeHu
00paboTku nHpOpMaIH

KYPHAJ
npuema-nepenauu CBT u yuera BpeMeHu 00padoTku nHpopManuu

Ne Qamunus u Ne meyatu Ha ITognuce B mpuemke | Bpems Hauana
/11 Hara WHUL AT CUCTEMHOM OJIOKE CBT paboThI
1 2 3 4 3 6
VY ci10BHOE HAMMEHOBaHUE
Bpewms I ——— IToamucs o Iloamuce
OKOHYaHUS . repe3arpyske u caadye aJMUHUCTpaTOpa
paboThI KOH(HIeHIIMATbHON CBT AC
nHpopmanuu
7 8 9 10




[Tpunoxxenue 4
K [Ipuxazy Nel23-¢
ot «14» aprycra 2018r.

TunoBas ¢hopMa 3asBKH Ha KOMMMPOBaHUE (Pa3MHOKEHHE) TOKYMEHTOB

COI''TACOBAHO YTBEPXIAIO
PykoBoauTens nmoapasieneHus mo 3aimre PykoBoautens CTpyKTYpHOTO
uHpopmanuu (odecreueHus MOpa3IeIICHUS

6e3omacHoCTH HH(OPMALIUU

« » 20 . « » 20 T

3ASIBKA
HA KONHMpOoBaHMe (Pa3MHOKEHHE) JOKYMEHTOB

[Tonpasnenenue

HanmenoBanue paboTsl

(KOomIpOBaHUE, PA3MHOKECHUE)

Ne | Bua konduneHmanbpHoi KonnuecTBO 1UCTOB B Tpebyemoe Konu4yecTBo
1/ | nHGOpPMAIMY OPUTHHATIA OpUTHHAJIE KOITHHA
1 2 3 4
Brinonaenne padot
YueTHbIE HOMEpPA HOCUTENEN
KonnuectBo KomnuectBo KonnuectBo
nH(popMalnu, Ha KOTOpbIE
U3TOTOBIECHHLI JINCTOB B OpaKkoBaHHBIX
o MIPOU3BEJICHO KOTMPOBaHUE
X KOIMUU AK3EMIUISIPE JIUCTOB
(pacrieuaTbIBaHUE)
5 6 7 8

(mara, moanuch, HaMUITUS ¥ HHALIAAITBI
WCTIOTHUTEIIS )

OTMGTKy B (I)OpMC yuceTa JOIMOJIHUTCIBHO U3I'OTOBJICHHBIX
9K3CMINIAAPOB JOKYMCHTOB ITPOU3BCII
OTBETCTBEHHBIM 3a yueT

(z[aTa, IoAInucCh, q)aMI/IJII/IH W MHHUIIHUAJIBI I/ICHOJIHI/ITGJ'IH)



[Ipunoxenue 5
K [Ipuxazy Nel23-¢
ot «14» aprycra 2018r.

Tunosas hopma
YKypHaJIa ydera CTUpaHust MH(OpMaIIH

KYPHAJL
ydeTa cTUpaHus HH(OPMaLUH
Tun MarHUTHOTO HOCHUTEJNS, C KOTOPOTO
No Mata n [udp cTHpaeTcsi HHpopMaIus
- BpeMs 3a/1a4u I'uGkuit Kectkuii
n/n OnepartuBHas . .
CTUpaHus | (3a7aHus) MarHUTHBIN | MAarHUTHBINA
aMsTh
JICK JICK
1 2 3 4 5 6

damMuans ¥ IOAMKNCE JINIIA,
MIPOU3BOAMBIIIETO KOHTPOJIb
CTUpaHUs

damuans ¥ IOANKCE JINILIA,
MIPOU3BOAMBIIETO CTUPAHUE

7 8




Tunosas hopma
YKypHaJia yueTa BblJIauu MmapoJjei noiabszoatensim AC

KYPHAJI

ydeTa BbIIa4u napoJei noJjn3oparejasim AC

[Tpunoxxenue 6
K [Ipuxazy Nel23-¢
ot «14» aprycra 2018r.

No | Peructpanuonnsiii |  Kto momyuni (hamumnus, Kto Be1man (amwmms, Hata
1/ | (Yy4eTHBINH) HOMED WHULIAAJIBI, TOAINCH) WHULIUAJIBI, TIOITUCH) BbIJIaYU
1 2 3 4 5
XPIZI;;EH’ Hara | Kto mpunsin (amunms, | Mecto xpaHeHus, Ne akrta 00
CHauul | WHHIIMAIBI, TIOJIITUCH) Ne meuatu YHUYTOXXCHUN
Ne neyatun
6 7 8 9 10




IIpunoxenue 7
K [Ipuxazy Nel23-¢
ot «14» aprycra 2018r.

Tunosas hopma
JKypHAJIa y4eTa BhIJa4H UACHTH(PUKATOPOB moib3oBaTenssMm AC

KYPHAJ
yueTa BbI1a4u HAeHTUPUKATOPOB Nojb30oBaTesiMm AC
Kto monyunn Kro BhIRaN
No Tun Ne APM, (dbammms Hin - (bamumus, Hata
1/m | uaeHTU(UKATOpA | MOApa3ieTcHIe i . AHULHAJIBI BBIJAun
TTOATIHUCH) HOATHCE)
1 2 3 4 5 6

Mecto xpanenus,| Jara | Kro npunsn (pamunus, ”HULIKATBI

Mecto xpaHenus, Ne neyatu
Ne negyatun caauu TIOJITKCH)

7 8 9 10




ITpunoxxenue 8
K [Ipuxazy Nel23-¢
ot «14» aprycra 2018r.

Tunosas hopma
KypHaJIa IEPUOANIECKOT0 TECTUPOBAHMS CPEJCTB 3aLIUTHI HH(OPMAIIH

KYPHAJI
NePUOINYECKOr0 TeCTHPOBAHMS CPEACTB 3alIUTHI HHpopMannu
damMunusg 1 TOoAIUCH
HaumenoBanue
OTBETCTBEHHOI'O
Ne | cpenctBa 3ammThl [PeructpaliioHHbIE HOMEpa Hara
0JIb30BaTENs,
n/n | wuHbOpMAIUU OT C3U ot HC/] TECTUPOBAHUS
HCT MIPOBOJIUBILIETO
TECTUPOBAHUE
1 2 3 4 5
HaumenoBanue tecra, Pesyinbrar TectupoBaHus
. . [ata ouepeanoro
HCIIONBb3YyEMBIE CPEICTBA IS (ycriemHbIi/Hey CTICIITHBIN ),
. TECTUPOBAHUSA
MIPOBE/ICHUS TECTA KOMMEHTapuii
6 7 8




Tunosas hopma

ITpunoxxenue 9
K [Ipuxazy Nel23-¢
ot «14» aprycra 2018r.

KypHana ydera HemratHbix cutyaruii UCI1/IH, BeinmonHeHus MpoduIakTHIeckux pador,
YCTaHOBKH M MOJU(DHUKAIIMN TPOTPAMMHBIX cpeACcTB Ha KommbioTepax UCII/IxH

KYPHAJI

yuera HemitaTHbIX cutyauuid UCII/IH, BbinoTHeHns npoduiakTuyecknux pador,
YCTAHOBKH M MOJM(PUKAIUN POrPaMMHBIX cpeacTB Ha KomnbloTepax UCITIn

Ne Jlata Kpatkoe onmcanue BeimonHeHHOH paboTsl | PUO ncnomHuTeNnel U ux
/11 (HemITaTHOW CUTYaIUN) MTOATTHCH
1 2 3 4
®HUO 0TBETCTBEHHOTO 3a
IMonmuce cnenuanucTa 1o [Ipumeyanue

skcrutyatanuio [19BM,
MOJINUCH

3ammTe HHpOpMauu

(cchUika Ha 3asBKY)

5

6

7




[Tpunosxxenue 10
K [Ipuxazy Nel23-¢
ot «14» aprycra 2018r.

Tumosas popma
’KypHaJIa IPOBEPOK JIEKTPOHHBIX JKYPHAIOB

KYPHAJI
MPOBEPOK 3J1EKTPOHHBIX )KYPHAIOB
Ne Hara HaunmenoBanue APM, BrisiBiieHHBIC HapYLIeHUs TPEOOBAHHIMA
/I | IPOBEPKH | TEXHUUYECKOTO CPEJCTBA 0€30I1aCHOCTH, HEIITATHbIE CUTyallun
1 2 3 4
Hanmenosanue
Iloamuce
IIPOBEPSAEMOTO IIpumeyanue

aJIMMHHCTpaTOpa 0€30MacHOCTH
KypHana

5 6 7




ITpunoxxenue 11
K [Ipuxazy Nel23-¢
ot «14» aprycra 2018r.

HOPMATUBHO-METOAUYECKAS BA3A
[Tpu oOpaboTke KOHbUAESHIIHATEHON HHGOpPMAIUH (TI0 00eCTICUeHHIO O€30TTaCHOCTH
uH(POPMAIIMHN) C UCTIOJIB30BAHUEM CPEJICTB BRIYUCIUTEIHLHON TEXHUKH

JloktpuHa wuHpOpManmoHHON Oe3omacHocTu Poccuiickori dexpepanuu, yTBEpKIeHA
[Ipesunentom Poccuiickoit deaeparmu ot 9 centadps 2000 rona Ne I1p-1895;

®enepanbHbii 3aK0H 0T 8 aBrycta 2001 roga Ne 128-®D3 «O nuiieH3upoBaHUN OTACIBHBIX
BUJIOB JCSATEIBHOCTI;

®enepanbubiii 3akoH oT 10 stHBaps 2002 roga Ne 1-D3 «OO6 anekTpoHHON 1TU(POBOI
MOAMHICHY;

Vka3 Ilpesunenra Poccuiickoit @Penepanuu ot 30 mas 2005 roma Ne 609 «O6
yTBepkaeHUH [lookeHusT O MepCOHANBHBIX JAHHBIX TOCYJAPCTBEHHOTO TIPa’KJAHCKOTO
ciyxamiero Poccuiickoit denepaiuu u BeICHUU €ro JIMYHOTO 11,

@enepanbublii 3akoH oT 27 wmronsa 2006 roma Ne 149-03 «OO6 wuHpopmanuy,
MH(GOPMALIMOHHBIX TEXHOJOTHUSIX U O 3allUTe HHPOPMALIUN;

®epnepanbhblit 3akoH OT 27 utoiist 2006 roga Ne 152-03 «O nepcoHAbHBIX TaHHBIXY;

[Toctanosnenue [IpaBurensctBa Poccuiickoit deneparuu ot 15 aBrycra 2006 roga Ne 504
«O  TNUIEH3UPOBAHWU  JEATETBHOCTH TI0 TEXHUYECKOW 3aluTe KOH(PUACHIIHATHLHOU
uHopMaIuny;

Vka3 Ilpesunenra Poccuiickoit @enepanun ot 17 mapra 2008 roga Ne 351 «O mepax 1o
obecnieueHnio HHGOPMAIMOHHOK Oe3omacHocTn Poccuiickoit deneparyiy mpyu UCIOJIB30BAHUN
WH(POPMAIIMOHHO-TEIIEKOMMYHHUKAITMOHHBIX ~ CETe  MEXAYHapOJHOro  WH(GOPMAIMOHHOTO
oOMeHa;

[ToctanoBnenue IlpaBurensctBa Poccuiickoit ®enepanun ot 6 uronst 2008 roma Ne 512
«O0 yTBep)aeHUHU TpeOOBaHUI K MaTEpUAIbHBIM HOCUTENISAM OMOMETPUUYECKUX MEPCOHATBHBIX
JTAHHBIX U TEXHOJIOTHSIM XPaHEHHUS TaKUX JAHHBIX BHE MH()DOPMAIIMOHHBIX CHCTEM MEPCOHAIBHBIX
JAHHBIX);

[TocranoBnenne IlpaBurensctBa Poccuiickoit ®@enepamuu ot 15 cenrsops 2008 roxaa
Ne 687 «O0 ytBepxknenun Ilonoxenuss 06 ocoOeHHOCTAX 0O0paOOTKM MEPCOHANbHBIX JaHHbIX,
OCYIIECTBIIsIEMOI 0€3 UCIONIb30BAHUS CPEICTB ABTOMATHU3AIIHID;

CrneuunanbHble  TpeOOBaHMS UM pEKOMEHJAMM 1O  TEXHUYECKOW  3aIure
koHpuaeHmuansHoi nHdopmanuu (CTP-K), DCTOK Poccun;

[Tpuka3z ®CTIK Poccuu ot 11.02.2013 Ne 17 «O6 yTBepxkaennn TpeOoBaHuUii 0 3a11uTe
uH(bOpMaIIMK, HE COCTABISAIONIEH TOCYIapCTBEHHYIO TaiHy, COJIepKalleiicsi B TOCyJapCTBEHHBIX
UH(POPMAIMOHHBIX CUCTEMAaX);

ITpuka3z ®CTIK Poccun ot 18.02.2013 Ne 21 «O6 yrBepxnenun CoctaBa U coaepx aHus
OpPTaHU3AIMOHHBIX M TEXHHYECKUX MEp 10 00ecTieYeHnI0 0€30MacHOCTH NEPCOHATBHBIX JaHHBIX
npu ux 00paboTke B UHPOPMAIIMOHHBIX CHCTEMAaX MEPCOHANBHBIX JaHHBIX);

[locranoBnenue IlpaButensctBa P® ot 01.11.2012 Ne 1119 «O6 yTBepkaeHUH
TpeOOBaHUIl K 3aIIKUTE EPCOHANBHBIX JAHHBIX IPHU UX 00paboTKe B MHGOPMALIMOHHBIX CHCTEMAX
MIEPCOHAJIBHBIX JIAHHBIX);

Ilocranosnenue IIpaBurenscrBa P® ot 03.03.2012 Ne 171 «O nuueH3upoBaHuH
JESATENIbBHOCTH 10 pa3padOTKe M MPOU3BOJACTBY CPEIACTB 3alllUThl KOH(PHUACHLIHAIHHOU
uHbOpMaIIUNY,;

[locranoBnenue IlpaButensctBa P® ot 03.02.2012 Ne 79 «O nuueH3UpOBaHUU
NESTENIbHOCTH 110 TEXHUYECKOHU 3aluTe KOH(DUISHIINAIBHON HHPOpMAITIID;

[TocranoBnenue IIpaButensctBa PO ot 21.03.2012 Ne 211 «OO0 yTBEp>KIAEHUH NEPEUHS
Mep, HampaBlIEHHBIX Ha OO0ECHeueHUEe BBINOJHEHUS O0O0S3aHHOCTEH, MPEayCMOTPEHHBIX
®enepanbHbIM 3aKOHOM «O MEPCOHANBHBIX JAaHHBIX» W NPUHATBIMU B COOTBETCTBUU C HUM



HOPMATUBHBIMH TPABOBBIMH aKTAMH, OIEPATOPaMU, SBISIONIMMHUCS TOCYIAPCTBEHHBIMH HIIN
MYHHIMIAIbHBIMUA OpraHaMi;

ITpukaz POCKOMHA/I3OPA ot 05.09.2013 Ne 996 «O06 yTBepxneHHH TpeOOBaHUN U
METOJIOB MO 00€3TNYUBAHHIO IEPCOHANBHBIX JAHHBIX);

ba3zoBass Monenb yrpo3 0e30MacHOCTH MEPCOHATBHBIX TAHHBIX MPHU HUX 00paboTKe B
nH()OPMAITMOHHBIX cUcTeMax nepcoHanbHbIX qaHHbIX, DCTOK Poccun;

Metoauka onpeaeneHus aKTyalbHBIX yrpo3 0€30MacHOCTH MEPCOHAIBHBIX JaHHBIX MpPU
ux 00paboTke B HHPOPMAIIMOHHBIX CHCTeMaX nepcoHanbHBIX JaHHBIX, DCTIK Poccuu;

Metoauyeckie pEeKOMEHIAIMM T0 OO0ECNEYEeHUI0 € TOMOUIbI0 KPHUITOCPEACTB
0€30MacHOCTH TIEPCOHAIBHBIX JAaHHBIX TNMPUH HUX 00paboTke B WH(OPMAIMOHHBIX CHCTEMax
MEePCOHANIBHBIX JIAaHHBIX C UCTIOJIb30BaHUEM cpelicTB aBToMatu3anuu, ®Chb Poccuu;

TunoBeie TpeOOBaHMS IO OpraHM3alid ©W  O00ecTeueHHI0 (PYHKIIMOHUPOBAHMS
mrpoBaTbHBIX (KpUOTOrpaduuecKux) CPeACTB, MpeIHa3HAUCHHBIX JJIS 3aIUTHl MH()OpMAIIH,
HE coJieprKalleil CBECHHI, COCTABIISIIOIINX FOCYIapCTBEHHYIO TalfHy B ClTydae UX UCIOJIb30BaHUs
Ui oOecriedeHrs: 6e30MacHOCTH IEPCOHANBHBIX TaHHBIX IPU UX 00paboTKe B HH(POPMAIIMOHHBIX
cuctemax nepcoHanbHbiXx gaHHbIX, ®Cb Poccuu;

[Tonoxenue o pa3paboTke, MPOU3BOACTBE, PEATH3ANY U HKCIUTyaTalluy MH(POBATBHBIX
(kpunTorpadudeckux) cpeacts 3anmthl nHpopmarmu (ITK3-2005);

[lonoxenne o cepTUPHUKAIMU CPEACTB 3alIMTHI HHPOPMALKU 1O TPeOOBAHUAM
6e3omacHocTH MHGOpPMaLIMKU, YTBEPKICHHOE MpuKa3oM npeaceaarens ['ocrexxkomuccuu Poceun
o1 27.10.1995 Ne 199;

[TonoxeHnue mo aTTecTanuu 00HEKTOB HHPOPMATH3AIIMN TI0 TPeOOBAHUSIM 0€30MTaCHOCTH
uHpopManuy, yTBepxkaeHHoe npeacenareneM I'ocrexxkomuccun Poccun 25.11.1994;

HNucTpykums 06 opraHu3anuu U 00ECTICUCHHH XpaHEHHs, 0OpaOOTKHM M Tepeavd Io
KaHaJlaM CBSI3U C HCIIOJNB30BaHMEM CpPEJCTB KPUNTOrpaduuecKoil 3amuTbl HMH(QOpMAIUH ¢
OTrpaHUYEHHBIM JOCTYIIOM, HE COJIEp Kalllei CBEICHU, COCTABISAIONIMX IOCYIapPCTBEHHYIO TalHY,
npuka3 GAIICH ot 13 utons 2001 rona Ne 152;

[Mpukaz ®CBb Poccum ot 10 wmromsa 2014 r. N 378 «OO6 yrtBepxkaenuun CocrtaBa u
COJIEp)KaHUs OPraHU3ALMOHHBIX U TEXHMYECKUX Mep TOo obecrneueHuto 0e30macHOCTH
NEPCOHANBHBIX JAHHBIX MpPU UX 00paboTKe B MH(POPMAIMOHHBIX CHUCTEMAaX MEPCOHAIBHBIX
JTAHHBIX C UCTIOJIB30BAHUEM CPEJICTB KpUINITOrpaguuecKon 3amuThl HHPOpMAIIH, HEOOXOAUMBIX
JUISL BBITIOJIHEHHs ycTaHoBIeHHBIX [IpaBurenbctBom Poccuiickoit ®@enepannu TpeOoBaHHMN K
3alUTE MePCOHANBHBIX JAHHBIX I KaXKIOTO U3 YPOBHEH 3alUIIIEHHOCTHY;

PJI. ABTOMaTHM3MpPOBAHHBIE CHUCTEMBI. 3allUTa OT HECAHKIIMOHUPOBAHHOTO JIOCTYyMa K
unpopmanuu. Kraccudpukanus aBTOMAaTU3MPOBAHHBIX CHUCTEM U TpeOOBaHUA TO 3alIUTe
urdopmarmu (I'ocrexkomuccust Poccun, 1992);

P/1. CpenctBa BRIMMCIUTEIHHON TEXHUKH. 3alllUTa OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA K
uHpopmanuu. [lokazarenn 3anUIEeHHOCTH OT HECAHKIIMOHUPOBAHHOTO JOCTYIA K HH(POpMAIHH
(l'ocTexkomuccust Poccun, 1992);

COOpHUK  HOPMAaTHUBHO-METOJIMYECKUX JIOKYMEHTOB IO TEXHUYECKOW  3aIiuTe
uH(GOpMaIIMU B BOJOKOHHO-ONTHYECKHUX CHUCTEMax Mepenadn, yreepxkaeHHbIi mpukazom @CTOK
Poccun ot 5.11.2005 Ne 448;

I'OCT P 50922-2006. 3amuta uHpopmanuu. OCHOBHBIE TEPMHMHBI U ONpEACICHHUS.
l'occranmapr Poccun;

I'OCT 29339-92. 3amura uHopMaIiy OT YTEUKH 3a CYET HOOOUYHBIX HJIEKTPOMAarHUTHBIX
U3JTyYCHUH W HABOJOK NpU ee o0paboTKe CpencTBaMH BBIYHCIUTEIBHON TexHUKH. OOmime
TEXHUYECKHE TPEOOBaHUS;

I'OCT P 50752-95. UudopmanmoHHasi TEXHOJIOTHS. 3amuTa WHGOPMAIMK OT YTEUKH 32
CYeT NOOOYHBIX JEKTPOMATHUTHBIX H3Ty4YeHHI IpU ee 00paboTKe CpeICcTBAMU BBIYUCIUTEIHLHON
TEXHUKH. MeTOBI MCIBITAaHWH;

I'OCT P 51583-2000. 3ammura undopmanuu. [lopsaaok co3ganus aBTOMaTU3UPOBAHHBIX
CHCTEM B 3aIIUIICHHOM UCTIOTHEHUH. OOIIHe MOI0KEHMS,



I'OCT P 51624-2000. 3amwurta wuHpOpManuu. ABTOMATU3UPOBAHHBIE CHCTEMBI B
3amuIeHHOM ucnoyineHnn. O0mue TpeOoBaHus;

I'OCT PO 0043-003-2012 «3ammrta wuHpOpMauuu. ATTecTanuss OOBEKTOB
nHpopmaTuzanuu. OOLIHEe TOIOKEHU;

I'OCT PO 0043-003-2012 u I'OCT PO 0043-004-2013 «3ammra wuHGPOpPMAIIHH.
Atrtectanust 00bekTOB HH(popmaruzanuu. [IporpaMma ©  METOAMKH  aTTECTAI[MOHHBIX
HCIIBITAaHUIDY;

PJI. 3amuTa OT HECAaHKIIMOHUPOBAHHOTO J0ocTyna K nHpopmanuu. Yacte 1. [Iporpammuoe
o0ecrieueHne CpeAcTB 3auThl HHPopManuu. Kiaccudukanus no ypoBHIO KOHTPOJISI OTCYTCTBHUS
HeJIEKJIapUPOBaHHBIX Bo3MOxkHOcTeH (["ocTexkomuccust Poccun, 1999);

P/1. KoHnenmus 3aluThl CPEICTB BBIYUCIUTEILHON TEXHUKH U aBTOMATHU3WPOBAHHBIX
CHUCTEM OT HECAaHKIIMOHUPOBaHHOTO jJocTyna K nHdopmaruu (I"'octexxkomuccus Poccun, 1992);

P/I. 3amuTta OT HECAaHKIMOHMPOBAHHOTO JAocTyna K HHQopMmauuu. TepMuHBI U
onpenenenus (I'octexxomuccus Poccun, 1992);

PJI. CpencrBa BBIYMCIUTEIBHOW TEXHUKH. MeKceTeBble JKpaHbl. 3alura OT
HECaHKIMOHMPOBAaHHOTO jgocTyna K uHbopmauuu. [lokasarenu  3alMIIEHHOCTH  OT
HECaHKIMOHUPOBAaHHOTO AocTyna K uHpopmarmu (I'ocrexkomuccus Poccun, 1997);

PJI. be3onmacHocTh MHGOPMAIIMOHHBIX TEXHOJOTUH. KpuTepuu OmeHKH O€30MacHOCTH

UH(POPMALIMOHHBIX TEXHOJOTHH, YTBEpKICHHBIN NpUKa3oM Tpeacenarens | ocTexkoMuccuu
Poccun ot 19.06.2002 Nel87.
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